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Abstract: Power transformer theft, a pervasive issue disrupting critical infrastructure, necessitates the
development of cost-effective and energy-autonomous secutity solutions. This paper presents the de-
sign and implementation of a detection-focused anti-theft framework that integrates a Raspberry Pi
Zero W, camera module, and passive infrared (PIR) motion sensors powered by a solar system for
continuous monitoring. The system is designed for remote, off-grid deployment, utilizing a headless
Raspberry Pi powered by a 5V solar panel and power bank to ensure energy autonomy. Upon motion
detection, captured images are processed on the edge device using OpenCV’s Haar Cascade classifier,
optimized for upper-body detection to minimize false positives and verify human presence. Captured
images are processed locally on the edge device using OpenCV’s Haar Cascade classifier to confirm
human presence before an alert is sent to the mobile application, emphasizing real-time operation and
low latency. Once an intrusion is confirmed, the images are saved locally and uploaded via the Secure
File Transfer Protocol to a custom-developed Android application. The app provides a dedicated re-
mote monitoring interface, enabling secure file transfer and system access, while providing users with
immediate notifications and image management capabilities. The system emphasizes low power con-
sumption, real-time operation, and low deployment cost. Tests over 200 triggered events under varied
environmental conditions achieved 90% detection accuracy with an average latency of 4.5 s. Solar au-
tonomy was maintained for approximately 24 h under normal operation. It is concluded that the inte-
gration of solar power, edge computing of images, and mobile monitoring provides a feasible, scalable,
and financially viable framework for securing transformers, especially in resource-constrained environ-
ments.

Keywords: Edge computing; Energy autonomy; Internet of Things (IoT); Multimodal detection;
Power transformer; Raspberry Pi; Solar-powered system; Theft detection.

1. Introduction

Power transformers are essential components of electrical distribution networks, ena-
bling efficient voltage conversion for safe electricity transmission. Transformers ensure that
electricity reaches end-users, supporting residential, commercial, and industrial activities.
However, their high copper content makes them lucrative targets for theft, disrupting power
supply and causing outages that interfere with daily life, business operations, and safety [1].
Theft leads to significant costs for utility companies in replacing stolen materials and repairing
damage, with communities often bearing financial burdens as well [2]. This challenge has
assumed alarming proportions in Nigeria, adversely impacting the integrity of the power in-
frastructure and complicating socio-economic development [3].

Previous security systems, such as fencing and manual patrols, have been ineffective in
preventing this menace. They are easy to evade and impractical for securing widely spaced
transformers, particulatly in remote locations. Moreover, there is a critical need for proactive,
intelligent, and automatic security systems capable of detecting attempted intrusions in real
time and supporting swift intervention. For this reason, modern technologies such as motion
sensors, Internet of Things (IoT) platforms, and embedded systems provide a feasible
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foundation for designing such a system. These devices can detect movements in real time,
with alerts sent for quick intervention [4]. They offer advantages over traditional methods,
including real-time alerts, remote monitoring capabilities, and deterrence through visible
warnings with infrared, ultrasonic, and vibration sensors [5], [6]. Deploying these technologies
enables real-time alerts, supports remote monitoring, and introduces verification mechanisms
to reduce false alarms, thereby enhancing transformer security.

Transformer theft causes severe technical and economic losses to utilities. Traditional
surveillance methods such as CCTV and GSM alarm systems are often expensive, power-
intensive, or unteliable in rural contexts. Recent IoT advances enable low-cost distributed
sensing; however, most reported systems rely on single-sensor detection, resulting in high
false-alarm rates and poor adaptability to lighting or environmental variations. Continuous
copper theft from electrical transformers in Nigeria has led to recurring blackouts, increased
operational costs for electricity service providers, and heightened security risks [3].

Earlier security measures, including barriers and surveillance cameras, have proven inef-
fective due to their vulnerability to evasion and prohibitive implementation costs. Such inef-
ficacy underscores the need for a low-cost, reliable, and autonomous detection mechanism
capable of deterring theft, sending real-time alerts, and supporting quick intervention for sus-
picious activities near transformer installations [7], [8]. This research contributes a multimodal
IoT framework that combines PIR motion sensing with camera-based human verification.
Unlike eatlier works that only describe components, this study details the integration archi-
tecture—a pipeline linking sensor triggers, edge image processing, and alert transmission via
a solar-powered, Wi-Fi-enabled node. The work focuses on designing and developing a low-
cost and efficient anti-theft mechanism to enhance the security of electrical power transform-
ers.

The specific objectives are to:

e design and prototype an anti-theft device integrating motion detection, image capture,
and processing capabilities;

e  develop a custom mobile application for remote monitoring and real-time intrusion no-
tification;

e integrate the hardware and software components; and

e  cvaluate the system’s performance in terms of detection accuracy, reliability, and power
efficiency.

This study is justified by the urgent need to address the escalating problem of trans-
former theft and its impact on Nigeria’s power sector and society. Copper theft disrupts
power supply, harms the economy, and endangers public safety. The financial burden on
utility companies and the government from repairing and replacing damaged equipment is
immense [2]. Beyond the economic impact, power outages resulting from theft disrupt busi-
nesses, healthcare delivery, and increase the risks of accidents and crime [4].

This research leverages motion sensor technology, solar power, and mobile communi-
cation to develop a detection system that offers a sustainable and proactive security solution.
The proposed system is designed to function effectively in remote, off-grid locations, ensuz-
ing the protection of power transformer installations and contributing to a more stable and
reliable power supply. The primary contribution of this work is a novel, integrated framework
that combines solar energy, edge computing for intelligent image-based verification, and mo-
bile technology for remote monitoring—specifically optimized for resource-constrained en-
vironments. This approach addresses the limitations of existing systems by providing a scal-
able and adaptable security solution tailored to developing regions like Nigeria. Moreover,
this study aims to present a sustainable and technologically adaptive model that not only mit-
igates transformer theft but also enhances the overall resilience and reliability of power dis-
tribution networks, thereby fostering improved economic stability and public safety.

2. Literature Review

This section analyzes transformer security, examining the limitations of conventional
protection methods and the emergence of intelligent, IoT-driven solutions. By considering
these findings, it culminates in the identification of a research gap for a cost-effective, energy-
autonomous system capable of reliable intrusion detection in remote environments.
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2.1. Power Transformers and Security Needs

Power transformers are critical elements of electrical power distribution, enabling the
regulation of voltages and the smooth transmission of electricity to different regions. Due to
their importance, it is essential to maintain the security of transformers. However, they are
frequently targeted by thieves, mainly because of their valuable metallic components—partic-
ularly copper windings and the insulating oil used for cooling purposes. The resulting disrup-
tions are severe, including large-scale power interruptions, costly repairs, and potential dam-
age to other interconnected equipment.

Beyond the direct financial impacts associated with the replacement of stolen or dam-
aged equipment, there are broader consequences, such as operational delays, increased oper-
ating costs, and erosion of consumer confidence due to repeated power interruptions. The
vulnerability is heightened in areas with limited physical surveillance, where thieves can easily
access transformers without fear of immediate detection. The rise in copper prices has further
incentivized these crimes, creating an urgent need for more innovative and efficient theft-
prevention strategies [6]. Consequently, the development of comprehensive, technologically
advanced security systems has become more critical than ever [5].

This subsection critically reviews the landscape of transformer security, analyzing exist-
ing mitigation techniques and emerging technologies to cleatly define the research gap that
this study aims to address.

2.2. A Critical Analysis of Existing Transformer Security Techniques

Several methods have been adopted to deter and detect transformer theft; however, all
these measures exhibit significant limitations that reduce their effectiveness, especially in re-
mote or resource-constrained regions. Table 1 presents a comparative analysis of conven-
tional approaches, highlighting their inherent weaknesses.

Table 1. Comparative analysis of conventional transformer security techniques

Technique Advantages Disadvantages Cost Implication

Physical Barriers ~ Simple, visible de- Easily bypassed, no alerting, re- Low initial cost, high
(Fences) terrent quires perimeter security maintenance
Provides visual Requires constant human monitor-
CCTV Sutveillance evidence, tecords ing, high power/data needs, inef-
activity fective in remote areas

Very high (hardware,
storage, personnel)

Dependent on cellular network,

Real-time remote | . . :
high false alarms, no visual verifica-

alerts, automated

Medium (hardware, on-

GSM Alarm Systems going SIM costs)

tion
Very high false positive rate (ani-

Low cost, auto- . L.
mals, environment), no discrimina- Low

Basic Motion Sensots . .
mated triggering

tion
Ineffective during daytime, in-
creases energy costs, light pollution
issues

Deters intruders
at night, low-tech

Low—Medium (installa-

Security Lighting tion + electricity)

Strong deterrent.
Guard Patrols immediate re-
sponse possible

> High recurring labour costs, limited Very high (wages, logis-
coverage, prone to human error tics)

Simple, inexpen- Can be cut/picked easily, no alert- Very low (minimal hard-
sive, prevents cas- ing, no deterrence for determined ware)
ual tampering intruders

Padlocks & Locking
Systems

Traditional security measures, including security patrols and physical barriers such as
fencing and enclosures, form the first line of defense. Yet, they are inherently passive and
reactive, easily breached by determined thieves using basic tools, and offer no real-time alert-
ing capability |9]. Closed-Circuit Television (CCTV) systems add a layer of monitoring but
rely heavily on continuous human observation for live vigilance and prompt response, making
them costly and prone to human error [9]. Their dependency on a stable power supply and
communication infrastructure also renders them impractical for off-grid transformer sites.
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GSM-based alarm systems represent a partial shift toward automation by sending SMS
alerts upon detecting tampering. While these systems provide basic notification, their reliabil-
ity depends on cellular network availability—often weak or non-existent in rural or remote
areas where transformers are most at risk [10]. Additionally, such systems lack analytical in-
telligence and frequently trigger alerts for non-critical disturbances without discrimination.

Local alarms and basic motion sensors, such as Passive Infrared (PIR) sensors, meet the
basic requirement of activation upon detecting movement. However, they are notoriously
prone to false positives caused by environmental influences such as swaying vegetation, ani-
mals, or varying licht conditions, leading to alert fatigue and potential neglect of genuine
threats [11].

2.3. The Emergence of Intelligent and IoT-Driven Solutions

The limitations of conventional systems have catalyzed the development of more so-
phisticated, technology-driven solutions. The integration of low-cost embedded systems and
microcontrollers, such as the Raspberry Pi, has been pivotal in developing accessible IoT-
based security systems. Devices like the Raspberry Pi Zero W offer a low-cost, versatile com-
puting platform capable of interfacing with various sensors, processing data locally, and ena-
bling wireless communication—forming the backbone of modern smart security solutions
[12], [13].

This evolution is central to the Internet of Things (IoT) paradigm, which transforms
standalone security components into cohesive, intelligent ecosystems. IoT frameworks enable
real-time monitoring, data sharing among interconnected devices, and remote management
via cloud or mobile interfaces [14], [15]. Edge computing is particulaly crucial for remote
security applications, as it reduces latency and bandwidth requirements, ensuring uninter-
rupted functionality even during network outages [10].

To mitigate the high false-positive rates associated with basic sensors, image-processing
and human-detection algorithms have become indispensable. Techniques range from efficient
feature-based classifiers such as Haar Cascades [17] to more complex deep-learning models
like Convolutional Neural Networks (CNNs) [18], [19]. While CNNs offer superior accuracy,
their computational cost often makes them challenging to deploy on low-power edge devices
such as the Raspberry Pi Zero without optimization. This trade-off between accuracy and
computational efficiency remains a core design consideration in modern IoT security systems.

Machine Learning (ML) further enhances these systems by moving beyond simple de-
tection toward adaptive learning and anomaly recognition [20], [21]. Support Vector Machines
(SVMs), for example, can analyze data streams from sensors to identify deviations from nor-
mal patterns, potentially predicting threats before they occur [22]. The role of ML in improv-
ing detection accuracy and reducing false alarms is significant, though it introduces challenges
related to large training dataset requirements and computational demand.

For deployment in regions lacking grid infrastructure, solar-powered security systems
are not merely an option but a necessity. Research in photovoltaic technology and efficient
energy management—particularly the use of charge controllers and low-power hardware
components—is vital to ensuring continuous and reliable system operation [23], [24].

Despite these advances, few existing IoT-based transformer security systems success-
fully integrate multiple sensing modalities while maintaining energy autonomy. Most reported
implementations rely solely on GSM-based alarm notifications or conventional CCTV mon-
itoring, both constrained by high power consumption and limited network availability. Recent
studies have started addressing this gap by proposing multimodal IoT frameworks that com-
bine motion, vibration, and vision sensing at the edge to enhance detection reliability in re-
mote environments [25].

Furthermore, research on low-power edge computing and latency-optimized IoT archi-
tectures has shown that lightweight models and localized decision-making can sustain 24-
hour autonomous operation without compromising responsiveness [26]. These insights un-
derpin the design rationale of this study, which aims to integrate multimodal sensing and
solar-energy harvesting into a unified, scalable anti-theft framework. Comparable research
efforts, such as the IMANoBAS multi-mode alert notification system [27], further highlight
the growing shift toward integrated, energy-aware IoT security architectures capable of real-
time intrusion detection.
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3. Proposed Method

This section outlines the detailed methodology employed in the design, development,
and integration of the proposed transformer anti-theft system. The system is structured as an
IoT-based framework comprising a sensing and processing unit (built on the Raspberry Pi
Zero), a camera module, and a remote monitoring interface implemented as a custom An-
droid application. The design prioritizes energy autonomy, computational efficiency, and re-
liable communication. The hardware selection, software implementation, and system integra-
tion processes are described in detail below.

3.1 System Architecture and Workflow

The operational workflow of the proposed system is designed for efficiency, modularity,
and low-power operation. The process begins with motion detection, which triggers image
capture and human verification before transmitting an alert to the end user. This workflow is
illustrated in Figure 1.

Start

Check Motion Sensor

|

> Motion Detected <

!

Picture is taken and image is
rocessed through Python Cod
on the Raspberry Pi

Human Detected

icture is saved and uploaded t
the mobile app

Figure 1. Integrated system workflow showing the interaction between the sensing, processing, and
communication stages.
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The system operates through a three-layer integration pipeline connecting the sensing,
processing, and communication stages. The Passive Infrared (PIR) sensor continuously mon-
itors the environment and generates a digital trigger signal when activity is detected. This
signal activates the camera module, which captures an image of the monitored area. The cap-
tured frame is processed directly on the Raspberry Pi Zero W using the Haar Cascade classi-
fier implemented in OpenCV. This algorithm performs human verification by analyzing visual
features to distinguish between human and non-human motion. If the detected motion orig-
inates from non-human sources, such as animals or moving vegetation, the image is discarded
to minimize false alarms.

Once a human presence is confirmed, the processed image is stored locally and then
transmitted through the Wi-Fi module using a secure SFTP channel to the custom Android
mobile application. The mobile application receives and stores verified images while generat-
ing real-time notifications for the user. It also allows users to view, download, and manage
images through a remote monitoring interface. After each alert cycle, the system resets to its
monitoring state, ensuring continuous and autonomous operation with minimal energy con-
sumption.

This integrated architecture achieves a balance between responsiveness, reliability, and
long-term energy sustainability by combining motion-triggered sensing, lightweight edge-
based processing, and low-power wireless communication.

3.2. Hardware Components and Integration

The sensing and processing unit integrates the following core hardware components,
carefully selected for their low cost, low power consumption, and compatibility. Table 2 pre-
sents the hardware configuration and key specifications for the autonomous transformer anti-
theft system.

Table 2. Hardware configuration and descriptions.

Component Function Key Specifications
- Provides wireless connectivity between Pi IEEE 802.11 b/g/n (2.4
Wi-Fi Module Zero W and mobile app GHz), 72 Mbps
Power Bank Stores/supplies regulated DC powet 10,000 mA (= 37Wh), 5V
output
5V Solar Panel Converts solar energy to electrical power 5V, 1.2 A max (6 W peak)
MicroSD Card Local storage for OS and images 64 GB Class 10 / UHS-I
. . . 512 MB RAM, ARM11 CPU,
Raspberry Pi Zero W Central processing unit Wi-Fi/Bluetooth 4.1
Camera Module Captures images after PIR trigger > MP sensorf;lff; 0 480 de-
PIR Sensor Detects motion for trigger activation 5V, <1mA, 10 m range

The Raspberry Pi Zero W serves as the core of the system, functioning as the central
processing unit. Equipped with a single-core ARM11 processor and 512 MB of RAM, it pro-
vides sufficient computational resources to handle image capture and lightweight analysis
tasks. Its integrated wireless communication modules—supporting Wi-Fi IEEE 802.11
b/g/n (2.4 GHz) and Bluetooth 4.1—enable seamless connectivity without requiring addi-
tional hardware. The Raspberry Pi runs the Python-based code responsible for image acqui-
sition and human detection.

The 5 V solar panel acts as the system’s primary renewable energy source, converting
sunlight into electrical energy to charge the power bank. Rated at 5 V with a maximum output
current of 1.2 A, it can generate up to 6 W under optimal sunlight conditions. This configu-
ration allows for operation in remote or off-grid locations, independent of conventional
power sources. The power bank then supplies stable, continuous power to all components—
including the Raspberry Pi Zero, camera module, and motion sensor—ensuring uninter-
rupted system functionality.

The 10,000 mAh power bank constitutes part of the system’s energy storage unit, storing
energy supplied by the solar panel. With a capacity of 10,000 mAh at 3.7 V (approximately 37
Wh), it powers the Raspberry Pi Zero W (which consumes around 0.7-1.5 W, depending on
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workload), the camera, and the motion sensor during low-sunlight or nighttime periods. In-
tegrated voltage regulation circuits maintain a stable 5 V output via USB, protecting sensitive
components from voltage fluctuations. This setup ensures smooth operation and efficient
energy storage, even under intermittent solar input.

The PIR sensor operates continuously to detect motion, consuming less than 1 mA at 5
V—making it highly energy-efficient. When motion is detected, it activates the Raspberry Pi
to initiate the camera module. The camera captures images of the monitored area only when
triggered, thereby conserving energy by operating on demand rather than continuously.

The Wi-Fi module provides real-time connectivity between the edge device and the mo-
bile application. Operating on the 2.4 GHz band and supporting data transfer rates up to 72
Mbps (20 MHz channels), it ensures smooth image transmission and system logging. This
connectivity also facilitates remote access, allowing users to receive alerts and view activity in
real time. The MicroSD card (64 GB Class 10 / UHS-I) serves as local storage for the opet-
ating system, image data, and Python scripts. With read speeds up to 100 MB/s, it enables
fast boot sequences and efficient program execution.

All hardware components were integrated into a functional prototype. A custom enclo-
sure was designed using Tinkercad Computer-Aided Design (CAD) software and fabricated
via Fused Deposition Modelling (FDM) 3D printing using AHD filament to protect the elec-
tronics from environmental exposure.

3.3 Software Development and Algorithms

The system software was implemented using Python 3.7 and OpenCV 4.12.0.88 on
Raspberry Pi OS Lite (64-bit). The mobile application was developed using Android SDK 34,
integrating Firebase Cloud Messaging (FCM) for real-time alert delivery.

3.3.1 Mobile Application Development

The remote monitoring interface consists of a custom-developed Android application
written in Java using Android Studio. The application functions as a Secure Shell (SSH) and
Secure File Transfer Protocol (SFTP) client, providing a user-friendly interface that enables
users to access captured images, organize files, and receive instant notifications. It establishes
a secure wireless connection with the Raspberry Pi via Wi-Fi.

Once human presence is verified, the Raspberry Pi uploads the captured images to a
cloud storage service (Firebase) for secure archiving and retrieval through HTTP requests.
The mobile application is designed to receive real-time push notifications from Firebase
Cloud Messaging upon the confirmation of an intrusion event, thereby delivering prompt
alerts regarding potential theft. The application also allows users to view image logs and mon-
itor the system’s operational status remotely.

3.3.2 Human Detection Algorithm

The human detection algorithm was implemented in Python 3.7 and plays a crucial role
in minimizing false alarms. Captured images are processed locally on the Raspberry Pi using
the OpenCV 4.12.0.88 library. A pre-trained Haar Cascade classifier, optimized for uppet-
body detection, was deployed for human verification. This algorithm was selected over more
computationally intensive deep learning models due to its lower processing overhead, which
makes it suitable for the Raspberry Pi Zero’s hardware limitations.

The upper-body classifier performs better than a face classifier for detecting humans
from various postures and orientations, including partially obscured or rear-facing positions.
It also helps reduce false positives caused by complex lighting conditions or long-distance
motion [22].

The classifier analyzes each captured frame, and when a human figure is detected, the
corresponding image is stored for transmission. The pre-trained model—originally trained
using positive and negative samples emphasizing torso and shoulder features—was further
fine-tuned for this application. During field testing, the minNeighbors parameter was opti-
mized to balance detection sensitivity with false-positive suppression, ensuring reliable veri-
fication before any alert is issued.

To summarize the key algorithmic parameters and operating thresholds used in this im-
plementation, the system configuration is presented in Table 3. These parameters were em-
pirically determined to achieve the best trade-off between accuracy, response time, and energy
efficiency.
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Table 3. System parameters and settings.

Parameter Value / Notes
scaleFactor 1.1 (Haar Cascade)
minNeighbors 5 (optimized empirically)
Frame rate 1-5 FPS during active processing
Temporal threshold Ignore triggers < 2's
PIR sensitivity Auto-adjusted with ambient temperature
Alert frequency limit 1 alert per event cycle
Data compression JPEG, 90% quality

3.4. Performance Evaluation Methodology

The final implementation stage involved integrating all hardware and software compo-
nents into a cohesive system. A front view of the assembled system is shown in Figure 3. The
solar panel, power bank, Raspberry Pi Zero, PIR sensor, and camera module were all housed
within a weatherproof enclosure to protect the equipment from environmental conditions.
Comprehensive testing was conducted to assess the system’s operability under real-world sce-
narios. Field experiments were performed to verify both individual component functionality
and the integrated system’s overall performance. These tests simulated potential theft at-
tempts to evaluate system responsiveness, detection accuracy, and operational reliability. The
primary performance evaluation metrics are summarized in Table 4.

Figure 2. Front view of the developed anti-theft system prototype, showing the integrated camera,
PIR sensor, and weatherproof enclosure designed for remote transformer security applications.

Table 4. Evaluation metrics for an autonomous transformer anti-theft system.

Evaluation Metric Description

Detection Accuracy The ratio of true positive human detections to total triggered events.

False Positive/  Instances where the system incorrectly identified non-human motion ot failed to
Negative Rate detect a human intrusion.

The time delay between motion detection and user notification, divided into

System Latency . . o
sensor response, image processing, and data transmission latency.

The operational uptime sustained by the solar-powered unit under varying

Energy Autonom .
gy ¥ weather conditions.

In addition to the qualitative desctiptions provided above, this study employed a quan-

titative and reproducible evaluation procedure, as recommended by the reviewers.

e  Ground-truth definition: Each trigger event was manually labeled by two reviewers, with
discrepancies resolved through consensus to ensure labeling accuracy.

e Testsize: A total of 200 events were recorded across three environmental conditions—
Sunny (80), Partly Cloudy (60), and Cloudy (60).

e  Repetition: Each environmental test condition was repeated three times on separate days
to ensure experimental consistency.

e Instrumentation: A Fluke 17B+ digital multimeter and a UNI-T UT210E power meter
were used to measure the voltage and current of the solar subsystem, enabling precise
computation of energy performance.



Journal of Computing Theories and Applications 2025 (November), vol. 3, no. 2, Ojokoh and Agbolade 254

e  Evaluation metrics: Detection accuracy, latency, power consumption, and false-alarm
rate were calculated from the collected experimental logs.
For reproducibility, the mathematical definitions of the performance metrics are pro-

vided in Table 5.
Table 5. Metric definitions and formulas.
Metric Definition / Formula Unit
Detection Accuracy (TP / (TP + FP + FN)) X 100 %
False Alarm Rate FP / (TP + FP) %
Latency t_alert — t_trigger s
Power Usage Average current X supply voltage W
Uptime (Daily active hours / 24) X 100 %

This structured methodology ensures that the system’s performance metrics are both
quantifiable and reproducible, providing a transparent foundation for comparing results with
future IoT-based transformer security frameworks.

4. Results and Discussion

This section presents the evaluation of the developed transformer theft detection sys-
tem’s performance under both controlled and field-testing conditions. The system was rigor-
ously assessed against key performance metrics—including detection accuracy, latency, power
autonomy, and reliability—to determine its operational feasibility and effectiveness for secur-
ing remote infrastructure. The results demonstrate successful hardware—software integration,
validated by a 90% detection accuracy and sustained 24-hour energy-autonomous operation.

4.1. Results

The integrated system’s performance was quantitatively analyzed based on the core op-
erational metrics outlined in Section 3.4. Detection performance was evaluated under varying
environmental conditions, with statistical summaries presented in Table 6.

Table 6. Detection accuracy and latency across environmental conditions.

Condition Accuracy (%) Latency (s)
Sunny 91.2+ 3.1 42104
Partly Cloudy 89.8 + 45 4.6 %05
Cloudy 88.6 X 4.2 48107

The relationship between weather conditions, detection accuracy, and latency is visual-

ized in Figure 4.

91.50% 5
91.00% 48
90.50%

90.00% 4.6
89.50% 44
89.00%

88.50% 4.2
88.00% 4
87.50%

87.00% 3.8

Sunny Partly Cloudy Cloudy

EEN Accuracy (%) == latency (s)

Figure 3. Weather vs accuracy vs latency.
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Accuracy decreased slightly under low-light, cloudy conditions due to reduced illumina-
tion and slower image acquisition. The overall 90% detection accuracy aligns closely with the
findings and testing procedures described in Section 3.4, confirming the system’s robustness
under varied environmental scenarios.

4.1.1. Detection Accuracy and False Alarm Mitigation

The system achieved an overall detection accuracy of 90% for human intrusion events,
validated across a dataset of 200 triggers, with 180 true positives. A trigger was defined as any
activation event initiated by the PIR sensor. Ground truth labels were manually verified by
two reviewers and cross-checked through consensus, following the reproducibility framework
summarized in Table 5.

The high accuracy is attributed to the system’s multi-layered validation mechanism. The
primary PIR sensor exhibited a standalone False Positive Rate (FPR) of 5%, primarily caused
by environmental noise such as foliage motion or small animals. When combined with the
secondary image-based verification using the Haar Cascade classifier, the overall False Alarm
Rate (FAR) was reduced to approximately 8%.

The Haar Cascade classifier achieved a 92% human verification success rate, with false
negatives occurring mainly in low-light or motion-blurred conditions. Some overlapping et-
rors occurred when both the PIR and image classifier were simultaneously affected by poor
visibility. Additional mitigation techniques were implemented to further reduce false posi-
tives:

e  Temporal Filtering: Ignoring triggers shorter than two seconds reduced environmental

false alarms by approximately 20%.

e  Threshold Calibration: Dynamically adjusting PIR sensitivity based on ambient temper-

ature reduced false triggers in colder weather by about 10%.

The combined effect of these strategies on detection performance is summarized in Ta-
ble 7.

Table 7. Impact of parameter adjustments on detection performance (n = 200 triggers)

. Detection True False False Negative
Parameter Adjustment .. ..
Accuracy Positives Positives Rate
Baseline (PIR Sensor only) ~85% 170 10 5%
PIR Sensor + .Imag.e—based Haar 90% 180 16 8%
Verification
+ Temporal Filtering (>2 s trigger) 91% 182 13 ~0.5%

These results demonstrate the importance of multimodal sensing and temporal optimi-
zation in improving overall reliability for autonomous theft detection.

4.1.2. System Latency

The end-to-end latency—measured from motion detection to user notification—is a
critical metric for real-time intervention. The system maintained a consistent total latency of
4.0-5.0 seconds, decomposed as follows:

e Motion Detection: < 0.5 seconds (PIR sensor response)
e Image Capture & Processing: ~2.5 seconds on average (including preprocessing and

Haar Cascade classification)

e Notification Relay: 1-2 seconds (image upload via Wi-Fi and push notification delivery)

These latency values are consistent with those presented in Table 6 and align with the
requirements for near real-time operation in field conditions. The results confirm that the
system’s integrated architecture successfully balances responsiveness, accuracy, and energy
efficiency, making it suitable for deployment in remote transformer monitoring applications.

4.2. Power Autonomy and Solar Performance

The solar-powered energy subsystem demonstrated reliable and continuous operation
throughout testing. The 5 V solar panel supplied an average current of 1.2 A under optimal
sunlight conditions, efficiently charging the 10,000 mAh power bank. The system’s average
power consumption was approximately 200 mA during idle monitoring and 350 mA during
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active image processing. The detailed performance of the solar unit under different environ-
mental conditions is summarized in Table 8.

Table 8. Weather and measured electrical values

Condition INlumination (Lux) Panel Current (A)  Mean Uptime (h/day)
Sunny = 50,000 1.2 24
Partly Cloudy 10,000-50,000 0.6-0.9 22
Cloudy < 10,000 0.2-0.5 18

Even under cloudy conditions, the solar subsystem sustained over 18 hours of continu-
ous operation per day, validating the effectiveness of the low-power system design. These
tindings confirm that the solar capacity is adequate to maintain uninterrupted monitoring in
remote, off-grid locations.

4.3. Ablation Study

To further assess the benefits of multimodal fusion, additional sensors—including a vi-
bration sensor and a tamper switch—were temporarily integrated and evaluated. The results
of this ablation analysis are presented in Table 9.

Table 9. Ablation results.

Configuration Accuracy (%) False Alarms (%)
PIR only 83.7 8.5
Camera only 86.2 7.4
PIR + Camera (proposed) 90.0 4.0
PIR + Camera + Vibration 92.1 3.5

The ablation results indicate that multimodal fusion significantly reduces false alarms
while enhancing overall detection accuracy. The integration of vibration sensing further im-
proved stability and robustness under variable environmental conditions. These outcomes
demonstrate the scalability and adaptability of the proposed IoT framework for incorporating
additional sensing modalities to enhance detection reliability and system resilience.

4.4 Cost and System Comparison

For broader comparative context, Table 10 presents a cost and performance evaluation
of the proposed system against conventional GSM- and CCTV-based security alternatives,
with all values expressed in USD.

Table 10. System comparison: GSM, CCTV, and proposed system

System Cost (USD) Accuracy (%) Power (W) Maintenance Durability

GSM Alarm 100-133 75 10 Monthly SIM check ~ Medium
CCTV System 150-200 85 20 High Medium
Proposed System 40-53 90 4 Battery checks every IPG65 sealed

30 days

The proposed system demonstrates the lowest cost and power consumption while main-
taining the highest level of accuracy and environmental durability. Its energy-efficient design
and minimal maintenance requirements make it highly suitable for remote, off-grid trans-
former installations.

4.5. Discussion and Comparative Evaluation

The experimental results confirm that the proposed system effectively addresses the ma-
jor limitations of existing transformer security approaches. The system achieved a 90% de-
tection accuracy and demonstrated low latency, outperforming GSM-based systems that
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typically experience higher false alarm rates and lack secondary verification mechanisms. Fur-
thermore, its energy autonomy significantly exceeds that of continuous-recording CCTV sys-
tems, enabling uninterrupted operation even in areas without grid power. The comparative
evaluation against existing anti-theft mechanisms highlights the system’s supetior adaptability,
autonomy, and efficiency. Conventional approaches—such as GSM-based alarm systems,
CCTV surveillance, and manual guard patrols—offer only partial or delayed protection while
remaining cost-prohibitive, energy-intensive, and impractical for remote deployments. GSM-
based systems rely heavily on stable cellular networks, which are often unreliable in rural or
isolated regions. CCTV systems, on the other hand, require constant grid power and substan-
tial data storage, while manual patrols incur high recurring labor costs and provide incon-
sistent coverage.

In contrast, the proposed framework integrates renewable energy, intelligent detection,
and remote access within a single cohesive IoT architecture. It effectively resolves the cost—
energy trade-off by leveraging solar power to achieve full autonomy, eliminating dependence
on external power or fuel sources. Through edge computing, particulatly the implementation
of Haar Cascade-based image processing, the system minimizes the false alarms common in
standalone motion sensors, providing verified human detection before alert generation. Ad-
ditionally, the custom-developed mobile application improves user accessibility by enabling
real-time image verification, alert management, and system monitoring—without relying on
third-party cloud servers. This design makes the system especially suitable for resource-con-
strained and off-grid environments, offering a high level of usability and control to end users.

In terms of energy performance, the proposed system sustains 24-hour autonomous op-
eration, surpassing the continuous energy demand of conventional CCTV systems by over
70%. Its mean latency of 4.5 seconds also compares favorably with GSM-based systems,
which typically suffer from 7—10 seconds of delay due to network routing and cellular trans-
mission. Overall, these findings demonstrate that the proposed multimodal IoT framework
achieves measurable performance gains through sensor fusion, edge computing, and energy-
aware system design. The system provides a cost-effective, accurate, and sustainable solution
for transformer theft detection and remote monitoring in environments with limited re-
sources, establishing a scalable model for future smart infrastructure protection.

5. Conclusions

This research developed, implemented, and evaluated a solar-powered, IoT-based anti-
theft system for real-time detection of transformer theft. The system integrates motion de-
tection, edge-based image verification, and mobile communication into a cohesive, energy-
autonomous framework designed for deployment in remote or off-grid areas. Experimental
results demonstrate that the system achieved a 90% detection accuracy, a mean latency of 4.5
seconds, and sustained 24-hour solar-powered operation under normal environmental condi-
tions. The implementation of a lightweight Haar Cascade classifier on the Raspberry Pi Zero
enabled efficient on-device image verification, reducing false positives while maintaining
computational efficiency and scalability. Beyond technical performance, the proposed system
offers notable cost and energy efficiency advantages over conventional GSM and CCTV-
based systems, which often rely on external power sources and stable network infrastructure.
Its low operating cost and minimal maintenance requirements make it suitable for wide-scale
deployment in both rural and urban contexts. The mobile application further enhances usa-
bility by allowing users to receive alerts, verify intrusions, and manage stored images in real
time. This user-centered approach promotes community-level participation in asset protec-
tion, offering a sustainable solution for infrastructure monitoring.

The broader significance of this work extends beyond transformer protection. The same
framework can be adapted for safeguarding other critical remote infrastructure, including so-
lar farms, oil pipelines, and communication towers. Furthermore, the system serves as an
educational prototype, demonstrating how affordable IoT technologies can be adapted to
local needs to promote sustainable development and resilient infrastructure management. In
conclusion, this study highlights multimodal integration and energy efficiency as its core con-
tributions. By combining passive infrared sensing with camera-based verification on a low-
power, solar-driven platform, the system achieves real-time detection while maintaining sus-
tainability and scalability. This integration ensures reliable performance, long-term autonomy,
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and minimal environmental impact, positioning the framework as a replicable and environ-
mentally responsible model for future smart infrastructure protection.

5.1. Limitations and Future Work

While the developed system met its design objectives, several limitations were identified,
each offering opportunities for refinement and future research. The current camera module
performs optimally under good lighting conditions but exhibits reduced detection accuracy
in low-light or nighttime scenarios due to motion blur and limited illumination. Incorporating
infrared (IR) or low-light camera modules would maintain high accuracy across all lighting
environments, extending the system’s usability for continuous 24-hour operation. A further
limitation lies in the system’s dependence on Wi-Fi connectivity for alert transmission. In
remote or rural regions with weak or inconsistent coverage, this reliance can reduce commu-
nication reliability. Future iterations may integrate GSM or 4G/5G modules as alternative or
backup communication channels to ensure uninterrupted data transmission and broaden the
system’s deployment capability in low-connectivity areas.

Regarding the evaluation scale, testing was conducted on 200 trigger events under three
distinct weather conditions (sunny, partly cloudy, and cloudy). While these results sufficiently
validated system feasibility, larger-scale and long-term testing across diverse geographic loca-
tions and transformer models would help assess overall reliability, environmental tolerance,
and maintenance requirements. In terms of detection performance, integrating lightweight
CNNs or MobileNet architectures could enhance accuracy in more complex environments
where shadows, partial obstructions, or multiple intruders are present. The adoption of such
models would provide improved adaptability without significantly increasing computational
overhead.

Another potential enhancement involves strengthening energy resilience through hybrid
renewable sources. Combining solar power with small-scale wind turbines or kinetic recovery
systems could sustain uninterrupted operation during prolonged cloudy or low-light periods,
especially in tropical or high-altitude regions with variable sunlight. Lastly, the integration of
Al-based behavioral prediction could elevate the system from reactive detection to proactive
prevention. Machine learning models capable of recognizing suspicious activity patterns could
provide eatly warnings before theft occurs, offering a predictive layer of intelligence. Such
functionality would enhance the system’s applicability to a range of security-critical sectors,
including energy distribution, agriculture, and telecommunications.

By addressing these limitations through enhanced sensing, communication, energy sys-
tems, and predictive analytics, future iterations of the proposed framework can achieve higher
accuracy, resilience, and autonomy—solidifying its potential as a scalable, smart, and sustain-
able infrastructure protection system.
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