Journal of Future Artificial Intelligence

FUTURE TECHNO
SCIENCE

. E-ISSN: 3048-3719
and Technologies

Research Article

Decoupling Cyber Sabotage in Industrial Telemetry from
Mechanical Faults Using Gradient-Based Forensic Edge XAI

Emmanuel Onwuka Ibam !

Received: January, 29t 2026
Revised: February, 23 2026
Accepted: February, 26t 2026
Published: March, 24 2026
Curr. Ver.: March, 2nd 2026

cNole

Copyright: © 2026 by the authors.

Submitted for possible open ac-

cess publication under the terms
and conditions of the Creative
Commons Attribution (CC BY
SA) license (https://creativecom-

mons.org/licenses/by-sa/4.0/)

and Ayobami Emmanuel Mesioye %*

1 Department of Information Systems, Federal University of Technology, Akure 340001, Ondo State, Nigeria;
e-mail : coibam@futa.edu.ng

2 Department of Cybersecurity, McPherson University, Seriki-Sotayo 110001, Ogun State, Nigeria;
e-mail : mesioyeae@mcu.edu.ng

* Corresponding Author : Ayobami Emmanuel Mesioye

Abstract: Industrial Internet of Things (IIoT) systems increasingly rely on Deep Learning (DL) models
for predictive maintenance; however, these models lack the capability to distinguish between naturally
occurring mechanical faults and intentional cyber-induced telemetry manipulation. This ambiguity in-
troduces significant operational risk, as anomalous events requiring mechanical intervention may be
indistinguishable from adversarial sabotage. This paper proposes Grad-Forensics, a low-latency foren-
sic interpretation framework that decouples cyber sabotage from mechanical faults using post-infer-
ence gradient analysis. Unlike perturbation-based explainability methods such as SHAP and LIME,
which incur substantial computational overhead, the proposed approach estimates feature sensitivity
with a single backward pass through the deployed model. A normalized Gradient Entropy metric is
introduced to characterize the intent of anomalies by capturing structural differences between sparse,
physically causal responses and high-entropy adversarial perturbations. The framework was deployed
on a Raspberry Pi 4 edge gateway and evaluated using the ToN-IoT industrial telemetry dataset with
synthetically generated adversarial manipulation scenarios. Experimental results demonstrate a 153X
reduction in explanation latency compared to KernelSHAP, achieving a mean time-to-explain of 16
ms while attaining 94.2% forensic classification accuracy. These findings demonstrate that gradient-
based forensic interpretation enables real-time differentiation of anomaly intent under strict edge-com-
puting constraints, supporting reliable maintenance triage and operational decision-making in industrial
environments.

Keywords: Adversarial Machine Learning; Edge Artificial Intelligence; Explainable Artificial
Intelligence; Gradient-Based Forensics; Industrial Internet of Things; Industrial Sustainability;
Predictive Maintenance; Smart Manufacturing.

1. Introduction

A significant transformation in manufacturing and critical infrastructure management
has emerged through the rapid adoption of the Industrial Internet of Things (IIoT) [1]. While
this transition enables large-scale sensing and intelligent automation, it simultaneously intro-
duces new security and privacy vulnerabilities across interconnected industrial environments
[2]. As highlighted by [3], limitations in authentication mechanisms and in system interoper-
ability expose cyber-physical infrastructures to emerging attack surfaces, thereby necessitating
secure, resilient edge-to-cloud architectures. Within this paradigm, Predictive Maintenance
(PdM) has become a central application, leveraging Deep Learning (DL) models to analyze
high-dimensional industrial telemetry—including vibration signals, thermal gradients, and
acoustic emissions—directly at the network edge [4], [5]. Supporting this shift, [6] demon-
strates that decentralized Al-enabled edge computing significantly reduces cloud-induced la-
tency, improving real-time responsiveness in smart manufacturing systems.
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Despite these advantages, edge-deployed DL models prioritize predictive accuracy while
offering limited transpatrency into their internal decision processes |7]. In safety-critical indus-
trial environments, this lack of interpretability introduces operational uncertainty, as model
decisions cannot be readily validated by human operators [8], [9]. The resulting “black-box”
behavior becomes particularly problematic when anomalous events are detected. As empha-
sized by [10], although Explainable Artificial Intelligence (XAI) has gained attention in cyber-
security and industrial analytics, existing approaches remain fragmented and often lack ro-
bustness against adversarial manipulation or suitability for deployment under strict edge-com-
puting constraints.

To address this transparency challenge, XAl techniques such as SHAP and LIME have
been widely adopted to estimate feature importance and improve model interpretability [11]—
[13]. However, these perturbation-based methods rely on repeated model queries to approx-
imate feature contributions, often requiring hundreds or thousands of evaluations per expla-
nation [14]. While theoretically sound, such computational demands limit their applicability
in industrial control environments, where decision latency must remain within millisecond-
scale operational limits. Consequently, a practical interpretability—latency trade-off emerges:
explanations with greater forensic detail often become infeasible for real-time deployment on
resource-constrained edge hardware such as programmable logic controllers (PLCs) or indus-
trial gateways [15].

Beyond transparency limitations, industrial anomaly detection systems face a more fun-
damental challenge referred to in this work as symptom overlap. Operational anomalies may
arise from either naturally occurring mechanical degradation or intentional cyber-induced te-
lemetry manipulation, yet both frequently produce indistinguishable signatures to conven-
tional Al detectors [9], [16]. In this study, cyber sabotage is operationally defined as the in-
tentional manipulation of industrial telemetry, implemented through adversarial optimization
techniques such as Projected Gradient Descent (PGD), aimed at misleading Al-dtiven mon-
itoring or decision-making systems [17], [18]. Under such conditions, legitimate mechanical
failures (e.g., bearing degradation) and adversarial telemetry perturbations may appear statis-
tically similar at the prediction level, preventing reliable maintenance triage and potentially
triggering unnecessary operational shutdowns.

This work hypothesizes that physical faults and adversarial manipulation exhibit funda-
mentally different structural behaviors in gradient space. Mechanical failures, governed by
physical causality, tend to affect localized, semantically related sensor channels, producing
sparse gradient responses. In contrast, optimization-driven cyber sabotage distributes pertur-
bations across multiple input dimensions to minimize detection margins, thereby increasing
informational dispersion. Based on this hypothesis, we propose Grad-Forensics, a low-latency
forensic interpretation framework designed for industrial edge environments. Unlike stochas-
tic post-hoc explainers [11], [12], the proposed approach provides intrinsic interpretation by
performing a single backward pass through the deployed model to directly extract input gra-
dients from the computational graph [19]. A normalized Gradient Entropy metric is intro-
duced to quantify attribution dispersion, enabling real-time differentiation between physically
causal failures and adversarial telemetry manipulation at the edge [20]. The primary contribu-
tions of this work are summarized as follows:

e  Training-Free Forensic Layer: A post-inference attribution mechanism leveraging
cached computational graphs to achieve up to a 153X latency reduction compared with
perturbation-based explainers such as KernelSHAP.

e  Entropy-Based Forensic Differentiation: A statistical discrimination framework that dis-
tinguishes localized mechanical degradation from distributed adversarial manipulation
using normalized Shannon entropy.

e  Operational Decision Support via NLG: A rule-based Natural Language Generation
(NLG) module that converts gradient-level forensic signals into interpretable mainte-
nance and security alerts for industrial operators.

e  Edge-Oriented Empirical Validation: Experimental validation on a Raspberry Pi 4 edge
gateway using the ToN-IoT industrial telemetry dataset demonstrates high forensic dis-
crimination capability under real-time deployment constraints.

The remainder of this paper is organized as follows. Section 2 reviews related work in
I1oT security and explainable Al Section 3 presents the proposed methodology and Gradient
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Entropy formulation. Section 4 describes the experimental setup and evaluation results. Sec-
tion 5 discusses the mechanistic implications and operational impact for industrial I'T/OT
convergence, and Section 6 concludes the paper.

2. Related Work

The integration of DL, Adversarial Machine Learning, and XAl within IIoT environ-
ments has generated a rapidly expanding body of research. Existing studies have significantly
improved predictive accuracy and system resilience; however, a critical synthesis of these do-
mains reveals a persistent limitation. Current approaches largely remain intent-blind, provid-
ing anomaly detection or robustness guarantees without delivering the forensic interpretabil-
ity required for operational decision-making in industrial settings.

2.1. Deep Learning for Industrial Fault Diagnosis

Industrial fault monitoring has evolved from rule-based threshold systems toward auto-
mated Predictive Maintenance (PdM) driven by DL architectures. Models such as Convolu-
tional Neural Networks (CNNs) and Gated Recurrent Units (GRUs) have demonstrated
strong capability in learning complex temporal and spectral patterns from heterogeneous sen-
sor streams [21]. Recent research further emphasizes the importance of architectures opti-
mized for deployment in noisy, resource-constrained industrial environments. For example,
Li et al. [22] introduced a 1D Convolutional Neural Network (1D-CNN) augmented with
self-attention mechanisms for real-time anomaly detection in continuous geoelectric sensor
data, demonstrating robustness against environmental interference commonly observed in
field deployments.

Parallel developments have emerged in industrial network monitoring. Hybrid learning
frameworks that combine deep feature extraction with classical decision models have
achieved competitive performance in intrusion detection tasks. The work of [23] integrates
CNN-based representation learning with Decision Trees and optimized feature selection
strategies to improve multi-class detection accuracy. Extending these ideas toward edge intel-
ligence, study [24] proposed a dual-attention CNN—GCN-BiLSTM architecture capable of
modeling spatial, temporal, and topological dependencies in Wireless Sensor Networks
(WSNs) operating under limited computational resources.

Despite these advancements, prior studies consistently emphasize predictive perfor-
mance while offering limited insight into model reasoning processes [25]. As a result, indus-
trial systems may successfully identify anomalous behavior but fail to explain its underlying
cause, forcing maintenance teams to respond reactively to observed symptoms rather than
diagnosing root mechanisms.

2.2. Adversarial Manipulation and Model Robustness in Cyber-Physical Systems

Adversarial machine learning has demonstrated that cyber-physical systems are vulnera-
ble to carefully crafted input perturbations. Gradient-based attacks, including the Fast Gradi-
ent Sign Method (FGSM) and PGD, can manipulate sensor telemetry to mislead PdAM and
monitoring models without significantly altering observable system behavior [26]. Conse-
quently, much of the existing research focuses on improving model robustness, typically
through adversarial training, defensive distillation, or input regularization techniques [6].

While robustness-oriented defenses are essential from an information technology (IT)
security perspective, they introduce practical limitations in operational technology (OT) envi-
ronments. As discussed in [18], DL models frequently treat physically induced faults and ma-
licious telemetry manipulation as mathematically equivalent deviations from normal behavior.
Robustness mechanisms aim to preserve prediction accuracy under attack but do not explain
the underlying intent of detected anomalies. This absence of forensic context complicates
maintenance triage, as operators remain unable to determine whether corrective action should
involve mechanical repair or cybersecurity intervention.

2.3. Computational Constraints of Model-Agnostic XAI at the Industrial Edge

To address model opacity, model-agnostic XAl frameworks such as LIME and SHAP
have been widely adopted to estimate feature importance and improve decision transparency
[11]. Their practical value has been demonstrated across several domains; for instance, [27]
developed an Explainable Intrusion Detection System (X-IDS) that integrates SHAP and
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LIME with conventional machine learning models, significantly improving analyst trust and
reducing diagnostic time.

However, extending perturbation-based explainability methods to deep neural networks
deployed at the industrial edge introduces substantial computational challenges. These ap-
proaches rely on repeated stochastic perturbations and multiple model evaluations, often re-
quiring hundreds or thousands of queries per explanation [14]. Empirical benchmarking
shows that generating a single SHAP explanation for deep architectures may exceed 2,000 ms
on resource-constrained hardware. Such latency conflicts with industrial control require-
ments, where response times below 100 ms are typically necessary for safe operation [15].

Furthermore, perturbation-based explanations primarily identify which features influ-
ence predictions but provide limited insight into how anomalies structurally manifest within
the model’s internal sensitivity landscape. As a result, these approaches are less suited for
distinguishing optimization-driven adversarial manipulation from physically causal system
degradation.

Figure 1 illustrates this interpretability—latency trade-off in edge IoT environments. Per-
turbation-based XAl methods provide high explanatory richness at the cost of prohibitive
computational delay, whereas industrial control systems demand deterministic, low-latency
responses. The proposed Grad-Forensics framework aims to operate within this optimal edge
zone, balancing forensic interpretability with real-time feasibility.
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Figure 1. The Interpretability-latency trade-off in edge IoT.

Note: The “Forensic Depth / Interpretability Score” axis represents qualitative positioning
informed by empitical latency obsetvations and attribution richness rather than a strictly
measured quantitative metric.

2.4. Synthesis of the Research Gap: Toward Forensic Triage

The synthesis of prior work highlights a structural gap between three dominant research
directions: predictive modeling for fault detection, robustness-oriented adversarial defense,
and post-hoc model explainability. While these approaches respectively improve accuracy,
resilience, and transparency, none directly address the operational requirement of forensic
triage—the ability to determine, at detection time, whether an anomaly originates from phys-
ical degradation or intentional telemetry manipulation.

Existing security research primarily focuses on defending models against attacks,
whereas XAl research concentrates on explaining model predictions after inference. A unified
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framework capable of differentiating anomaly intent under strict edge-computing constraints
remains limited. This study therefore, explores an alternative perspective: treating gradient
distributions not merely as explanatory artifacts but as measurable forensic signals. We hy-
pothesize that the spatial dispersion of gradients, quantified by entropy, can reveal structural
differences between causally localized mechanical faults and optimization-driven adversarial
manipulation, enabling real-time differentiation of anomaly intent in IIoT environments.

3. Methodology: The Grad-Forensics Framework

To address the interpretability—latency limitation observed in edge-based Industrial IoT
(IIoT) systems, this study introduces the Grad-Forensics framework, a lightweight forensic
auditing layer designed for deployment on industrial edge gateways, such as Programmable
Logic Controllers (PLCs), and on embedded platforms, including Raspberry Pi devices.
Within the proposed architecture, a pre-trained 1D-CNN functions as the primary anomaly
detection model, performing real-time classification of incoming telemetry streams. The
Grad-Forensics module operates strictly after inference, introducing neither additional train-
able parameters nor architectural modification to the deployed model. Consequently, the
framework functions as a diagnostic auditing mechanism rather than a secondary predictive
classifier. This modular separation preserves compatibility with existing predictive mainte-
nance architectures (e.g., CNN- or LSTM-based models) while enabling forensic interpreta-
tion without altering operational inference pipelines.

3.1. Framework Architecture

The Grad-Forensics workflow consists of three sequential modules that transform raw
telemetry predictions into operationally actionable forensic alerts, as illustrated in Figure 2.

e Gradient Extraction Module — interrogates the model's decision boundary using intrinsic
gradients from the deployed neural network.

e  Forensic Differentiation Module — analyzes the spatial distribution of gradient attribu-
tion to characterize anomaly origin.

e  Semantic Translation Module — converts numerical forensic indicators into human-read-
able maintenance or security alerts.

This pipeline operates synchronously with the inference engine, ensuring that forensic
auditing introduces minimal delay to the primary industrial control loop. Figure 2 presents
the end-to-end transition from industrial sensor telemetry to decision-support outputs within
the operational layer.
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Figure 2. Grad-Forensics Architectural Workflow and Data Pipeline

3.2. Gradient-Based Feature Attribution

The proposed method employs intrinsic gradient interpretation, leveraging network dif-
ferentiability to directly analyze model sensitivity. Unlike perturbation-based explainers such
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as LIME and SHAP, which approximate feature influence via repeated stochastic sampling,
gradient attribution provides a deterministic estimate from a single backward pass. Let f.(x)
denote the pre-softmax logit corresponding to the predicted class ¢ for an input telemetry
vector. x € R® where d represents the number of input features.

Following saliency map formulation [17], the attribution map is computed using the in-
put—gradient product:

A(x) =x O V,f (x) (M

d . . .
where V,f.(x) = % denotes the gradient of the class score with respect to each input feature, ©
X

represents the element-wise Hadamard product, A(x) € R? is the resulting feature attribution
vector.

Multiplying gradients by input magnitude preserves the physical scale of industrial sig-
nals, preventing small-valued sensors from being disproportionately amplified. Modern infer-
ence frameworks (e.g., PyTorch Mobile or TensorFlow Lite) retain computational graphs
during forward inference. Therefore, gradient extraction requires only a single backward tra-
versal, avoiding the repeated sampling required by perturbation-based explainers.

3.3. Forensic Differentiation Logic: Gradient Entropy Metric

The Grad-Forensics framework assumes that anomaly sources produce structurally dis-
tinct attribution patterns in gradient space.

e Mechanical faults (low entropy): Physically causal failures typically affect localized, me-
chanically related sensors, resulting in sparse gradient concentration.

e Cyber sabotage (high entropy): Optimization-driven telemetry manipulation distributes
perturbations across multiple input dimensions, resulting in dispersed attribution pat-
terns.

To quantify this structural difference, the absolute attribution magnitude is interpreted
as a probability distribution. Each attribution component is normalized as:

|A;l + €
= 3d
j=1 (Al +€)
where P; represents the normalized contribution of feature i, /; is the absolute attribution magni-

tude, d denotes feature dimensionality, € = 1077 is a numerical stability constant.
The entropy of the attribution distribution is computed as:

P; @

d
H(A) = ) P;log,(P) ©)
i=1
To ensure comparability across models with different feature dimensions, entropy is
normalized:
- H)
= 4
W) =1 @
yielding a bounded forensic score 0 < H(A) < 1
Anomaly intent is determined using a statistically calibrated threshold :
c )= Mechanical Fault, H(A) <<t )
forensic Cyber Sabotage, H(A) >t

Importantly, this boundary is obtained through statistical commissioning rather than su-
pervised learning. The forensic layer therefore remains training-free, acting as an analytical
observer of model behavior rather than an independently optimized classifier.

3.4. Rule-Based Natural Language Generation (NLG)

To bridge the gap between numerical forensic analysis and operational decision-making
on the factory floor, the Grad-Forensics framework incorporates a deterministic NLG mod-
ule. The objective of this component is not to introduce additional intelligence but to translate
model-derived forensic indicators into interpretable, actionable alerts for industrial operators.
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Following anomaly detection by the primary inference model, the system computes the gra-
dient vector g = V, fo[x], representing the sensitivity of the predicted class score with re-
spect to the input telemetry features. This gradient is subsequently combined with the input
signal to obtain the attribution map A = |x @ g|, which captures feature-level contribution in-
tensity. The normalized entropy score H, derived from the attribution distribution, serves as the fo-
rensic decision indicator.

Rather than using probabilistic language models, the proposed approach employs a rule-
based template mechanism to ensure deterministic, explainable alert generation. When the
entropy score exceeds the calibrated threshold (H > ), the system generates a security-crit-
ical notification, indicating suspected telemetry manipulation characterized by dispersed gra-
dient attribution. Conversely, when the entropy remains below the threshold (H<1),a
maintenance warning is issued, highlighting localized feature concentration consistent with
physically causal mechanical degradation. This deterministic mapping ensures consistent in-
terpretation across deployments while minimizing computational overhead, making the alert-
ing mechanism suitable for real-time industrial environments where clarity and response
speed are essential.

3.5. Computational Complexity Analysis

The feasibility of deploying Grad-Forensics on resource-constrained I1oT edge devices
is assessed by analyzing the computational complexity relative to the cost of a single model
inference operation. Let the computational cost of one forward inference pass be denoted as
O(N), where N represents the number of operations required by the deployed neural net-
work.

Perturbation-based explainability methods, such as KernelSHAP and LIME, estimate
feature importance by repeatedly evaluating the model on perturbed inputs. This process
scales proportionally with the number of sampled perturbations M, resulting in an overall
computational complexity of approximately O(M - N). In practical deployments, where M
commonly exceeds several hundred or thousands of samples, such approaches introduce sub-
stantial latency and resource consumption, limiting their applicability for real-time industrial
monitoting.

In contrast, the Grad-Forensics framework requires only the standard forward pass for
prediction, followed by a single backward pass to extract gradient information from the ex-
isting computational graph. Because gradient computation reuses intermediate activations
generated during inference, the additional computational cost remains proportional to the
original model execution. Consequently, the overall complexity remains approximately linear
with respect to inference, i.e., O(N). This reduced computational requirement enables syn-
chronous forensic auditing without interrupting the primary control loop. The resulting low
overhead supports deployment within strict latency, power, and thermal constraints typical
of industrial edge gateways and battery-operated 11oT sensing nodes.

4. Experimental Evaluation

This section presents a comprehensive empirical evaluation of the proposed Grad-Fo-
rensics framework. The experimental design aims to validate the core contributions of this
work under realistic industrial edge deployment conditions. Specifically, the evaluation ad-
dresses three primary experimental objectives:

e  Computational Efficiency: to determine whether the training-free gradient-based foren-
sic layer satisfies latency and energy constraints typical of industrial edge hardware;

e  Torensic Differentiation Capability: to evaluate the effectiveness of the Gradient En-
tropy metric in distinguishing adversarial telemetry manipulation from mechanically in-
duced faults;

e Operational Utility: to assess the practical impact of the NLG module on human-in-the-
loop maintenance triage performance.

4.1. Experimental Configuration
4.1.1. Hardware and Execution Environment

All experiments were conducted on a Raspberry Pi 4 Model B equipped with 4 GB of
RAM and a Cortex-A72 ARMvS processor, representing a typical industrial edge gateway
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configuration. The Grad-Forensics framework was implemented in Python 3.8, with model
inference executed using PyTorch Mobile and TensorFlow Lite to emulate deployment con-
ditions commonly encountered in embedded I1oT environments. This setup enables evalua-
tion under realistic computational, memory, and power constraints rather than server-grade
hardware assumptions.

4.1.2. Dataset and Primary Detection Model

Experiments were performed using the ToN-IoT Industrial Telemetry Dataset, com-
prising 461,043 telemetry records collected from seven heterogeneous I1oT devices. The da-
taset provides multivariate industrial sensor measurements and network metadata suitable for
evaluating anomaly detection behavior in cyber-physical environments.

To ensure conceptual clarity, it is important to note that the ToN-IoT dataset does not
natively contain labeled cyber sabotage events. Instead, the dataset serves as the baseline te-
lemetry environment upon which adversarial telemetry manipulation scenarios were syntheti-
cally generated and injected. This controlled construction enables systematic forensic com-
parison between physically plausible mechanical faults and optimization-driven manipulation.

The primary anomaly detector is implemented using a lightweight 1D-CNN. The archi-
tectural configuration and training hyperparameters are summatized in Table 1 to ensute ex-
perimental reproducibility. The model was intentionally designed with a compact memory
footprint (approximately 142 KB) to facilitate deployment on ARM-based edge devices such
as the Raspberry Pi platform. Table 1 presents the complete architectural specification of the
deployed model.

Table 1. Architectural configuration and training hyperparameters of the target 1D-CNN model.

Component Configuration Description
Input Shape (d,1) d denotes the number of telemetry features
extracted from the ToN-IoT dataset
ConvlD Layer 1 16 filters, kernel size = 3, ReLLU Initial featutre extraction from temporal te-
lemetry signals
ConvlD Layer 2 32 filters, kernel size = 3, Rel.U Higher-level feature abstraction
Pooling Layer Global Average Pooling Reduces feature dimensionality and miti-
gates overfitting
Dropout 0.2 Regularization to improve generalization
Loss Function Categorical Cross-Entropy ~ Multi-class anomaly classification objective
Optimizer Adam (81 = 0.9, B2 = 0.999) Adaptive gradient optimization
Learning Rate 1x1073 Fixed learning rate with early stopping
Batch Size 64 Selected for stable convergence on IloT
telemetry
Training Epochs 50 (patience = 5) Early stopping applied to prevent overfit-
ting

Deployment Framework PyTorch — TensorFlow Lite = Server-side training with ARM v8 edge de-
ployment

Note: The hyperparameters reported in Table 1 were obtained via an iterative empirical grid
search, optimizing the trade-off between classification F1-score and computational efficiency
on Cortex-A72 hardware.

4.1.3. Anomaly Simulation and Forensic Classes

To evaluate forensic differentiation capability, two categories of anomalous telemetry
were constructed:

Mechanical Faults (X,4¢) were simulated to emulate physically plausible degradation
processes, including localized sensor drift and stuck-at behavior within vibration and pressure
channels. These perturbations affect a limited subset of correlated features, reflecting the lo-
calized causal characteristics typically observed in hardware degradation.

Cyber sabotage (Xgqy) scenarios were synthetically generated using the PGD adversar-
ial optimization method under an Ly, constraint with perturbation magnitude € = 0.1 and
T = 20 optimization iterations. The objective of these perturbations is to reduce classifica-
tion confidence while maintaining low observable deviation, thereby producing dispersed,
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high-entropy attribution patterns across the feature space. This controlled simulation frame-
work allows consistent comparison between causality-driven physical anomalies and optimi-
zation-driven telemetry manipulation.

4.1.4. Threshold Optimization and Forensic Commissioning

The effectiveness of Grad-Forensics depends on selecting an appropriate decision
threshold (7) or the normalized entropy score H. To achieve robust deployment across het-
erogeneous sensing environments, a Forensic Commissioning Phase was introduced before
system activation. During a 48-hour warm-up period, the framework monitored baseline op-
erational telemetry and simulated mechanical degradation events to estimate the statistical
distribution of entropy values associated with legitimate physical faults. Based on this distri-
bution, the decision threshold was determined using a conservative three-sigma bound:

T=HUf fauie T 30H,fault ©)

where fg rque denotes the mean normalized entropy observed for mechanical fault sam-
ples, 0g fquir represents the corresponding standard deviation.

This statistically grounded calibration prioritizes operational safety by minimizing false
security alarms and reducing unnecessary production interruptions. The resulting optimal
threshold was empirically determined as 7 = 0.45. Under this configuration, approximately 99.7%
of mechanically induced anomalies remain correctly classified as maintenance-related events, enabling

reliable separation between causal hardware degradation and adversatial telemetry manipulation within
the forensic decision layer.

4.2. Objective 1: Evaluation of Computational Efficiency and Edge Sustainability

The deployment feasibility of the proposed framework on resource-constrained indus-
trial hardware was evaluated through computational benchmarking against widely adopted
post-hoc explainability methods. The comparison focuses on the Mean Time to Explain
(MTTE), defined as the wall-clock time required to generate a complete explanation following
a single model inference.

To ensure a fair and reproducible comparison, both SHAP and LIME were configured
using commonly recommended parameter settings reported in prior edge-oriented studies.
KernelSHAP utilized 100 background samples, preventing artificial degradation of baseline
performance while maintaining practical computational limits for embedded environments.
The comparative latency and resource utilization results obtained on a Raspberry Pi 4 plat-
form are summarized in Table 2.

Table 2. Comparative latency and resource utilization on Raspberry Pi 4.

Model Queries per Average MTTE  Relative Peak CPU

XAI Method Explanation (ms) Speedup Load
KernelSHAP 1,000 2450.0 1.0% 100%
LIME 500 1120.0 2.1x 98%
Grad-Forensics (Proposed) 1 Backward Pass 16.0 153.1% 12%

The results indicate a substantial computational gap between perturbation-based ex-
plainers and the proposed gradient-driven forensic approach. Sampling-based techniques
such as KernelSHAP and LIME require hundreds to thousands of model evaluations to ap-
proximate feature importance, resulting in explanation latencies exceeding one second on
embedded hardware. In contrast, Grad-Forensics generates explanations via a single back-
ward pass over the already computed inference graph. This enables a deterministic explana-
tion time of approximately 16 ms, remaining well within the sub-100 ms response constraints
typical of industrial control loops.

Resource utilization analysis further shows that perturbation-based explainers saturate
processor capacity (98—100% CPU usage), potentially limiting edge gateways' ability to exe-
cute concurrent safety-critical operations. The proposed framework maintains a peak CPU
utilization of approximately 12%, preserving computational headroom for parallel tasks such
as sensor fusion, encrypted communication, and real-time monitoring. Rather than replacing
predictive inference, these results suggest that gradient-based forensic auditing can operate as
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a lightweight synchronous layer alongside existing edge intelligence pipelines without intro-
ducing significant operational overhead.

4.3. Objective 2: Assessment of Forensic Differentiation and Intent Recognition

The discriminative capability of the proposed Gradient Entropy metric (ﬁ ) was evalu-
ated through statistical distribution analysis and classification performance assessment on un-
seen test samples. The objective of this evaluation is to determine whether entropy-based
gradient topology provides a reliable indicator for distinguishing mechanically induced anom-
alies from adversarial telemetry manipulation.

4.3.1. Statistical Separation Analysis

The probability density distributions of normalized entropy values are illustrated in Fig-
ure 3. The analysis reveals two clearly separated statistical regimes corresponding to mechan-
ically causal faults and cyber sabotage events. Mechanical faults exhibit a low-entropy distri-
bution with a mean value of u = 0.28, indicating that attribution importance remains con-
centrated on a limited subset of physically related telemetry channels. This behavior is con-
sistent with the principle of physical causality, which holds that localized mechanical degra-
dation affects only specific sensors.

In contrast, adversarial telemetry manipulation produces a high-entropy distribution
(1 = 0.85), reflecting dispersed attribution patterns across the feature space. This observa-
tion is consistent with the proposed microscopic scatter hypothesis, whereby optimization-
based perturbations distribute influence broadly to reduce classification margins while re-
maining perceptually subtle.

To quantify statistical separability, a two-sample Welch’s t-test was conducted, yielding
p < 0.001, confirming that the two entropy distributions originate from statistically distinct
populations. Additionally, the Bhattacharyya Distance (Dp = 5.22) indicates negligible
overlap between the distributions, suggesting a wide forensic separation margin. Figure 3
therefore, provides empirical evidence that gradient entropy serves as a stable statistical indi-
cator for distinguishing causal physical failures from optimization-driven telemetry manipu-

lation.
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Figure 3. Probability Density Function (PDF) of normalized entropy values for mechanical faults
and cyber sabotage events.

4.3.2. Forensic Classification Performance

The practical effectiveness of the entropy-based discriminator was further evaluated by
treating H as a binary forensic classifier using the calibrated decision threshold T = 0.45,
quantitative performance metrics are summarized in Table 3, while the corresponding Re-
ceiver Operating Characteristic (ROC) curve is presented in Figure 4.
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Table 3. Forensic classification performance (Mechanical Fault vs. Cyber Sabotage)

Metric Value
Forensic Accuracy 94.2%
Area Under ROC Curve (AUC) 0.96
False Positive Rate (FPR) 3.1%
False Negative Rate (FNR) 2.7%
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Figure 4. ROC curve illustrating forensic classification performance using the normalized entropy
mettic. The calibrated threshold (7 = 0.45) enables high-confidence disctimination while maintain-
ing a low false alarm rate.

The proposed framework achieves an Area Under the Curve (AUC) of 0.96, indicating
strong separability between the two anomaly classes. Importantly, this performance is
achieved without introducing additional trainable parameters, as the forensic decision relies
solely on statistically calibrated gradient behavior.

A non-zero False Positive Rate (FPR) of 3.1% was observed. Inspection of these cases
indicates that misclassifications primarily occur during complex multi-sensor mechanical fail-
ures whose attribution dispersion temporarily resembles adversarial patterns. This behavior
represents an expected operational boundary rather than a methodological inconsistency.
Overall, the ROC characteristics shown in Figure 4 demonstrate that normalized entropy
provides a reliable forensic signal capable of supporting high-confidence anomaly interpreta-
tion under realistic industrial conditions.

4.3.3. Aggregate Artribution Consistency Analysis

Beyond statistical separability, Explainable Al validity requires that attribution behavior
remains consistent across samples rather than emerging from isolated examples. To assess
explanation faithfulness and stability, an aggregate attribution analysis was conducted over
the entire test set.

As shown in Figure 5, mechanical fault samples consistently concentrate attribution im-
portance on a small subset of causal sensors, typically corresponding to vibration and pressure
channels. This repeated localization across samples indicates stable alignment between model
sensitivity and physically meaningful features.

Conversely, cyber sabotage samples exhibit uniformly dispersed attribution patterns
spanning neatrly all telemetry dimensions, including non-physical metadata channels. The per-
sistence of this dispersion across the dataset suggests that the observed high-entropy signature
represents an intrinsic response of the model to non-causal manipulation rather than an an-
ecdotal visualization artifact. To ensure statistical representativeness, the mean attribution
values shown in Figure 5 were computed across all evaluated test samples (N = 92,208).
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The resulting global consistency supports the interpretation that gradient entropy captures
structural differences between physically grounded anomalies and optimization-driven per-

turbations.
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Figure 5. Global attribution consistency map computed across all test samples; (a) Mechanical faults
exhibit localized causal spatsity; (b) Cyber sabotage demonstrates persistent high-dispersion attribu-
tion consistent with the microscopic scatter hypothesis.

4.3.4. Performance Across Diverse Threat Vectors

To evaluate the robustness of the proposed forensic formulation beyond a single attack
scenario, the Grad-Forensics framework was assessed under an expanded threat model en-
compassing multiple adversarial strategies with differing optimization objectives. The results
are summarized in Table 4.

Table 4. Forensic entropy signatures and detection performance across diverse anomaly types.

Mean Normalized .
Detection Rate

Anomaly Source Optimization Objective Entropy( ﬁ)

Mechanical Fault Physical causality 0.28 99.1% (TN)

PGD (White-Box) Lo, constraint 0.85 96.5% (TP)
Square Attack (Black-Box) Decision boundary shift 0.76 92.8% (IP)

Lo Spatse Attack Mimicty / feature sparsity 0.48 78.4% (TP)

The results indicate that entropy-based forensic differentiation remains effective across
heterogeneous adversarial formulations. Optimization-driven attacks such as PGD exhibit
the highest entropy signatures (ﬁ = 0.85), reflecting broadly dispersed attribution patterns
that are consistent with the microscopic scatter hypothesis introduced earlier. Similarly, the
query-based Square attack, despite operating without direct gradient access, produces elevated
entropy values (ﬁ = 0.76). This suggests that dispersed attribution behavior is not limited
to gradient-aware attacks but may arise more generally when telemetry manipulation lacks
physical causality. A different trend is observed for Lg-constrained sparse attacks. By limiting
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perturbations to a small subset of features, attribution dispersion becomes more localized,

resulting in entropy values closer to the forensic decision threshold (ﬁ = 0.4-8). As a con-
sequence, detection performance decreases to 78.4%, indicating a mimicry condition in which
adversarial manipulation partially resembles localized mechanical faults.

This behavior highlights a practical trade-off between perturbation sparsity and forensic
separability. While sparse attacks may reduce entropy-based distinguishability, concentrating
perturbations on fewer features often increases signal magnitude, which may remain detecta-
ble through conventional statistical or range-based monitoring mechanisms. In this context,
the proposed framework is better viewed as a complementary forensic layer operating along-
side existing industrial monitoring defenses rather than as an isolated security solution. Taken
together, the results suggest that gradient entropy provides a consistent forensic signal across
both white-box and black-box attack settings, while naturally revealing reduced sensitivity
under spatsity-constrained adversarial scenarios.

4.4. Objective 3: Validation of Operational Utility and Decision Support
4.4.1. Saliency Map Visualization

Qualitative inspection of attribution maps further supports the statistical observations
discussed in previous sections. As illustrated in Figure 6, mechanical fault samples exhibit
sparse, localized attribution patterns, primarily concentrated on physically relevant sensor
channels. In contrast, cyber sabotage scenarios exhibit a dispersed attribution profile spanning
neatly all input dimensions. Importance values extend beyond physical telemetry signals to
include network-related metadata features, which are not causally linked to mechanical deg-
radation. This dispersed pattern resembles a noise-like structure and aligns with the previously
observed high-entropy forensic signature. These visual results provide intuitive confirmation
that gradient attribution topology differs systematically between causality-driven physical
faults and optimization-based telemetry manipulation.
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Figure 6. Qualitative comparison of attribution maps. (a) Mechanical fault exhibiting localized causal
sparsity across physical sensors. (b) Cyber sabotage showing dispersed attribution patterns across
both physical telemetry and non-physical metadata features (indices 30-39), consistent with the mi-
croscopic scatter effect.
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4.4.2. Preliminary User Evaluation

To assess the operational usefulness of the proposed framework, a pilot human-in-the-
loop evaluation was conducted involving five industrial technicians. The study compared
anomaly-detection performance using conventional raw telemetry logs with that of the pro-
posed forensic alert interface generated by the NLG module.

Given the limited participant size (n = 5), the evaluation is explicitly framed as a pre-
liminary pilot study rather than a statistically conclusive user experiment. Nevertheless, the
observed results suggest meaningful operational benefits. As summatized in Table 5, the avail-
ability of forensic explanations reduced the Mean Time to Response (MTTR) from 45.0 sec-
onds to 12.0 seconds, corresponding to a 73.3% improvement. Participants reported that
semantic forensic labels enabled immediate differentiation between maintenance-related
faults and potential cybersecurity incidents, whereas interpretation using raw logs required
manual correlation across multiple sensor channels.

Table 5. Impact of forensic NLG alerts on maintenance decision support.

Metric Raw Data Logs  Forensic Alerts Improvement
Mean Time to Response (MTTR) 45.0's 12.0s 73.3% |
Decision Confidence 62% 91.0% 46.7% 1

4.5. Ablation Study: Validation of the Gradient Entropy Formulation

To verify that the observed forensic performance originates from the proposed entropy
formulation rather than generic gradient information, a focused ablation study was conducted.
The discriminative capability of the proposed Normalized Gradient Entropy (H) was com-
pared with a baseline approach that relied solely on raw gradient magnitude. While gradient
magnitude captures attribution intensity, it does not account for spatial distribution across
features. Experimental results, summarized in Table 6, indicate that the magnitude-based
baseline suffers from attribution overlap between severe mechanical faults and adversarial
perturbations, leading to reduced discrimination performance. Specifically, reliance on abso-
lute gradient amplitude yields an F1-score of 74.1%.

In contrast, transforming attribution values into normalized entropy enables characteri-
zation of spatial dispersion, allowing the framework to distinguish concentrated causal re-
sponses from distributed adversarial influence. This formulation improves the forensic F1-
score to 94.2%, supporting the hypothesis that attribution topology, rather than magnitude
alone, constitutes the primary discriminative signal.

Table 6. Ablation study: comparison of gradient-based forensic metrics.

Discrimination Metric Conceptual Focus Precision Recall F1-Score
Baseline: Raw Gradient Magnitude Absolute attribution amplitude ~ 71.3%  77.2%  74.1%
(Z1A)

Proposed: Normalized Entropy (ﬁ) Spatial attribution dispersion 951%  93.3%  94.2%

5. Discussion

The experimental findings support the central hypothesis of this study: mechanically in-
duced faults and adversarial telemetry manipulation exhibit distinguishable behavioral pat-
terns within gradient attribution space. Rather than relying solely on prediction outcomes, the
proposed framework interprets how model sensitivity is spatially distributed, enabling foren-
sic differentiation between physically causal anomalies and optimization-driven perturbations.

5.1. Mechanistic Interpretation of Gradient Divergence

The observed divergence in gradient topology can be interpreted through the contrast
between physical causality and adversarial optimization processes. Mechanical faults typically
follow localized physical dynamics. Failures, such as bearing degradation or pressure imbal-
ance, affect a limited set of interdependent sensors, constrained by thermodynamic and me-
chanical relationships. Within the neural model, this behavior manifests as gradient sparsity,
where attribution importance concentrates on causally relevant telemetry channels.
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In contrast, cyber sabotage represents an optimization artifact rather than a physical
phenomenon. Adversarial procedures such as PGD aim to minimize classification margins
while maintaining bounded perturbations. Achieving this objective often requires distributing
coordinated perturbations across multiple input dimensions. The resulting attribution land-
scape exhibits a dispersed, microscopic scatter pattern, producing higher-entropy signatures
that lack physical locality.

An additional observation supporting this interpretation is that adversarial gradients fre-
quently assign importance to features without direct mechanical relevance, including network
metadata fields. Such responses indicate that the anomaly originates from signal manipulation
rather than physical system behavior, providing a practical forensic indicator of non-causal
intervention.

5.1.1. Theoretical Validity: Faithfulness, Stability, and Domain Consistency

From an Explainable Al perspective, the Grad-Forensics framework demonstrates align-
ment with several commonly discussed interpretability properties.
e  TFaithfulness.

Attribution maps consistently highlight sensors known to influence mechanical behav-
iot, suggesting that gradient explanations reasonably reflect the internal decision sensitivity of
the underlying 1D-CNN rather than post-hoc approximation artifacts.

e  Stability.

Aggregate attribution analysis presented in Section 4.3.3 shows that forensic signatures
remain consistent across large telemetry batches. This consistency indicates robustness to
stochastic sensor noise and input variability.

e Domain Consistency.

Importantly, attribution outcomes align with engineering expectations of industrial pro-
cesses. By mapping abstract gradient responses to physically interpretable sensor behavior,
the framework bridges the gap between machine learning explanations and operational rea-
soning used by industrial practitioners.

Under this interpretation, gradients may be viewed not merely as training variables but as an
auxiliary diagnostic signal capable of revealing anomaly intent beyond raw telemetry inspec-
ton.

5.2. From Offline Analysis to Real-Time Forensic Auditing

The computational efficiency demonstrated in Section 4.2 suggests a shift in how ex-
plainability is operationalized in industrial environments. Conventional XAl approaches, such
as SHAP and LIME, are typically restricted to offline investigation due to their computational
overhead. Reducing explanation generation to a single backward pass enables Grad-Forensics
to operate synchronously with real-time inference pipelines.

This capability enables anomaly interpretation at the moment of detection rather than
during post-event analysis. In practice, such behavior may support automated triage actions—
for example, isolating suspicious communication channels while allowing machinery to con-
tinue operating under restricted safety conditions. The reduced computational footprint also
aligns with emerging sustainable edge Al requirements. Maintaining approximately 12% peak
CPU utilization enables continuous forensic monitoring without significantly impacting
power consumption or competing edge workloads. Consequently, interpretability can func-
tion as a petsistent monitoring component rather than an intermittently triggered diagnostic
tool.

5.3. Technical Limitations and Deployment Considerations

Despite promising results, transitioning the Grad-Forensics framework from controlled
experimentation to long-term industrial deployment introduces several technical challenges.
Two primary concerns include sparse adversarial mimicry and evolving operational condi-
tions.

5.3.1. Mimicry Risk under Ly Sparse Attacks

A knowledgeable adversary may attempt to approximate mechanical fault behavior
through sparsity-constrained perturbations, commonly referred to as entropy-matching or
mimicry attacks. By modifying only a limited subset of telemetry features, such attacks can
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reduce attribution dispersion and consequently produce entropy values closer to those asso-
ciated with legitimate mechanical faults.

Although this behavior reduces separability under entropy-based discrimination, spatse
adversarial manipulation typically fails to preserve the physical coupling relationships naturally
present in industrial systems. For instance, variations in pump pressure are ordinarily accom-
panied by correlated changes in vibration amplitude or motor current. An anomaly exhibiting
low entropy but violating expected sensor correlations may therefore indicate non-physical
intervention despite appearing fault-like in isolation. Incorporating lightweight consistency
verification based on sensor cross-correlation or digital twin constraints could help identify
such inconsistencies, allowing suspicious low-entropy events to be escalated for further in-
spection.

5.3.2. Addressing Concept Drift through Adaptive Thresholding

Industrial systems evolve over time due to aging components, environmental variation,
and operational wear. Consequently, entropy distributions observed during commissioning
may gradually shift, reducing the effectiveness of a static decision threshold 7. An adaptive
recalibration strategy can be formulated using recursive updating:

T =ate +(1—a) (#H,healthy + kUH,healthy) ™)

where Ty denotes the threshold at time step t, & is a forgetting factor controlling adaptation
rate, Uy healthy a0d Oy peaitny represent the mean and standard deviation of entropy under
healthy operating conditions, k defines the safety margin coefficient. Such adaptive calibra-
tion allows gradual alignment with evolving machine behavior while limiting false alarm esca-
lation.

5.3.3. Toward Multi-Stage Forensic Fusion

Real industrial incidents may involve simultaneous physical degradation and malicious
intervention. Under these hybrid conditions, attribution patterns may contain both localized
causal components and dispersed manipulation artifacts. Future extensions may therefore ex-
plore multi-stage forensic fusion, where attribution maps are decomposed into complemen-
tary components representing physical causality and residual high-frequency perturbation sig-
nals. Parallel analysis of these components could enable dual-risk assessment, allowing opet-
ators to quantify both mechanical stress and potential signal manipulation within a unified
diagnostic framework.

5.4. Bandwidth Efficiency and Edge-to-Cloud Integration

Beyond local deployment, the proposed framework naturally extends to the broader
Edge-to-Cloud operational continuum. Transmitting raw, high-dimensional gradient attribu-
tion tensors to a centralized Security Operations Center (SOC) would introduce substantial
bandwidth overhead and latency, particulatly in distributed IIoT environments.

By performing forensic computation directly at the edge gateway, only compact semantic
alerts generated by the NLG module are transmitted upstream. This implicit form of forensic
data compression significantly reduces communication requirements while preserving action-
able diagnostic information. Within this architecture, edge devices provide immediate re-
sponses and anomaly triage, whereas the cloud infrastructure maintains lightweight forensic
records for long-term auditing, regulatory compliance, and cross-site behavioral analysis. Such
division of responsibilities supports a hierarchical defense strategy in which time-critical de-
cisions remain localized while historical intelligence is aggregated at the cloud level.

5.5. Human-Centric Interpretability and IT/OT Convergence

A persistent challenge in Industry 4.0 deployments is the operational separation between
Information Technology (IT) security teams and Operational Technology (OT) maintenance
personnel. These groups often interpret anomalies through fundamentally different perspec-
tives, leading to delayed or inefficient responses. The Grad-Forensics framework helps reduce
this gap by translating model-level reasoning into domain-relevant semantic explanations. For
OT technicians, the system indicates when an anomaly is unlikely to be caused by mechanical
degradation, helping avoid unnecessary physical inspections. Conversely, I'T analysts receive
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quantitative forensic evidence indicating potential telemetry manipulation, which supports an
informed security escalation.

The improvement in decision confidence observed during the pilot evaluation (from
62% to 91.0%) suggests that an interpretable forensic context can reduce ambiguity during
incident triage. Rather than functioning as a conventional black-box alarm generator, the sys-
tem operates as an explainable decision-support mechanism that assists human operators in
making timely and context-aware interventions.

6. Conclusion

This study presented the Grad-Forensics framework as a forensic interpretation layer
designed to reduce ambiguity between mechanically induced faults and cyber-driven telemetry
manipulation in industrial monitoring systems. Leveraging the intrinsic differentiability of DL
models, the proposed approach uses gradient entropy to characterize attribution topology
rather than relying solely on prediction outcomes. Experimental results demonstrate that ad-
versarial telemetry manipulation tends to produce dispersed, high-entropy attribution pat-
terns, whereas mechanical faults generate localized and causally consistent responses. In rela-
tion to the stated experimental objectives, the framework demonstrates computational feasi-
bility for edge deployment, achieving deterministic explanation latency (approximately 16 ms)
while maintaining substantially lower computational overhead compared with perturbation-
based explainers such as SHAP. The Gradient Entropy formulation enables reliable forensic
differentiation even when primary anomaly detectors classify both conditions similatly. Ad-
ditionally, integrating a rule-based NLG module improves operational usability by translating
model outputs into interpretable maintenance and security alerts, thereby reducing diagnostic
response time.

Despite these promising results, several challenges remain. Sparse adversarial mimicry
and long-term concept drift may reduce separability under evolving operational conditions,
motivating future research into adaptive thresholding and hybrid forensic validation mecha-
nisms. Taken together, the findings suggest that gradient-aware forensic interpretation repre-
sents a practical step toward trustworthy and operationally aligned Al systems in Industry 4.0
environments, supporting closer integration between cybersecurity monitoring and industrial
maintenance workflows.
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