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Abstract: The rapid adoption of smartphones among Indonesian digital natives has increased reliance
on biometric authentication systems. However, empirical evidence regarding the relationship between
user satisfaction and security risk awareness remains limited, particularly in developing-country con-
texts. This study investigates the behavioral dynamics of biometric security perception among 266 re-
spondents, consisting of 221 high school students and 45 university students in Indonesia. A Python-
based computational pipeline incorporating Akaike Information Criterion (AIC) validation and 1,000-
iteration stochastic bootstrapping was employed to evaluate nonlinear behavioral patterns using Poly-
nomial Regression and Ordinary Least Squares (OLS) multivariate analysis. The results confirm the
existence of a nonlinear Security Paradox. While the overall population demonstrates a positive quad-
ratic trajectory, the university student group exhibits a concave-down parabolic relationship
(a=—0.0460), indicating a decline in perceived utility beyond a specific secutity threshold. The identified
behavioral breaking point occurs at X=5.45 (95% CI: 2.99-20.77), suggesting that excessive security
hardening may reduce perceived usability and increase cognitive friction. Furthermore, the ablation
analysis reveals that security risk awareness (p<<0.001) is the strongest predictor of user satisfaction,
exceeding the influence of daily usage intensity. Segment-level analysis further demonstrates behavioral
divergence between respondent groups. High school students exhibit relatively uniform satisfaction
toward biometric systems, whereas university students display greater variability and more critical per-
ceptions regarding authentication friction. These findings indicate that highly rigid security configura-
tions may become less effective for users with higher digital literacy and risk awareness. This study
contributes a computationally validated behavioral framework for understanding security—utility trade-
offs and provides a conceptual foundation for developing adaptive, user-centric, and friction-aware

biometric authentication systems..

Keywords: Adaptive Authentication; Behavioral Cybersecurity; Biometric Authentication; Digital
Forensics; Digital Natives; Human-Centered Security; Mobile Security; Risk Awareness

1. Introduction

The rapid integration of biometric authentication into mobile devices has transformed
personal data security from traditional knowledge-based mechanisms, such as passwords and
PINs, toward physiological-based authentication systems [1], [2]. Among the available mo-
dalities, fingerprint and facial recognition have become the dominant authentication ap-
proaches among Indonesian digital natives due to their balance between usability and per-
ceived reliability [3], [4]. As smartphones increasingly serve as the primary gateway for finan-
cial transactions, social communication, academic activities, and other sensitive digital ser-
vices, the reliability of biometric authentication systems has become an increasingly important
concern. Consequently, this study focuses on the security awareness of teenagers and
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university students, representing one of the most active demographic groups in smartphone

usage, patticularly in relation to their dependence on biometric authentication technologies.

The motivation for investigating Indonesian digital natives is closely related to the re-
gion’s socio-technical characteristics. Despite ranking among the highest globally in
smartphone usage intensity, Indonesian youth demonstrate substantial variation in digital pri-
vacy literacy and cybersecurity awareness. This imbalance creates conditions in which rapid
technological adoption may not always be accompanied by proportional understanding of
security risks. In contrast to digitally mature environments where security practices are more
systematically institutionalized, Indonesian digital natives often interact with biometric tech-
nologies in a rapidly evolving ecosystem where convenience may outweigh critical security
consideration. Such conditions suggest that conventional linear behavioral assumptions may
be insufficient to fully capture localized patterns of secutity perception and user adaptation.

Previous studies on biometric security have primarily emphasized technical evaluation
metrics, including False Acceptance Rate (FAR) and False Rejection Rate (FRR), to assess
authentication performance [5], [6]. Other studies have examined user adoption through es-
tablished behavioral frameworks such as the Technology Acceptance Model (TAM) and the
Unified Theory of Acceptance and Use of Technology (UTAUT) [7], [8]. Although these
approaches provide valuable insights into system performance and technology adoption, they
often provide limited discussion regarding the relationship between perceived satisfaction,
security awareness, and behavioral adaptation, particularly in developing-country contexts.
This limitation is important because user behavior and security negligence remain critical fac-
tors affecting the effectiveness of digital security systems [9], [10].

The central issue examined in this study is the “Security Paradox” among young bio-
metric users. In this context, the paradox refers to a condition in which high satisfaction with
biometric authentication may coexist with insufficient awareness of potential security vulner-
abilities, potentially reducing proactive security behavior. In addition, the increasing reliance
on smartphones for sensitive activities raises questions regarding whether current single-
modal biometric systems remain sufficient to address evolving user security expectations [11],
[12]. To investigate these issues, this study employs a nonlinear quantitative mapping ap-
proach based on polynomial regression analysis. Compared with conventional linear alterna-
tives and basic behavioral models, the proposed approach is intended to better capture po-
tential non-monotonic relationships among smartphone usage intensity, user satisfaction, and
perceived demand for stronger authentication mechanisms. The modeling process is further
supported through Akaike Information Criterion (AIC)- based model comparison and boot-
strap validation within a behavioral survey framework.

The main contributions of this study are summarized as follows:

e  Nonlinear Behavioral Mapping: Identifying potential curvilinear patterns between
smartphone usage intensity and security awareness among Indonesian digital natives.

e  Multi-layer Authentication Insight: Examining user tendencies toward multimodal bio-
metric preferences, such as iris or voice recognition, in response to perceived security
concerns despite relatively high satisfaction with current systems.

e  Behavioral Security Perspective: Providing an exploratory behavioral perspective that
may support future studies related to user intent, trust, and non-repudiation in biometric-
based digital environments [13].

The remainder of this paper is organized as follows. Section 2 presents the preliminaries
and related work concerning biometric authentication, user awareness, and behavioral secu-
rity perspectives. Section 3 describes the proposed methodology, including data collection
procedures, respondent demographics, and analytical methods. Section 4 presents the empir-
ical findings and discusses the observed behavioral patterns related to the identified security
paradox. Section 5 compares the findings of this study with existing literature and discusses
their broader implications. Finally, Section 6 concludes the paper and outlines several direc-
tions for future research.

2. Literature Review

This section presents the theoretical background and related studies concerning the in-
tersection of biometric authentication, user behavior, and security awareness. As biometric
technologies become increasingly integrated into daily mobile activities, the relationship
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between usability, trust, and perceived security has emerged as an important area of investi-
gation, particularly among younger smartphone users. To establish the context for the present
study, this section reviews prior work on mobile biometric security, behavioral security aware-
ness, the emerging concept of the “Security Paradox,” and the current research gap within
the Indonesian demographic context.

Recent studies have further highlighted the dynamic interaction between digital-native
behavior and the integrity of modern security systems. The rapid growth of financial technol-
ogy adoption among Gen Z populations in Southeast Asia has created a digital ecosystem in
which convenience frequently becomes a dominant factor in technology acceptance [14].
Within the Indonesian context, cultural and behavioral factors also influence how users pet-
ceive trust in automated authentication systems relative to traditional methods [15]. This ten-
dency may reduce user vigilance toward sophisticated spoofing and social engineering attacks
[16], [17]. At the same time, the transition from single-modal to multimodal biometric systems
introduces additional cognitive demands that may affect user willingness to adopt more ad-
vanced authentication mechanisms [18]. Understanding this balance between convenience,
perceived protection, and cognitive burden is important for developing adaptive security
strategies that remain usable across different levels of user expertise [19]. In addition, discus-
sions surrounding user intent, accountability, and non-repudiation remain relevant in evalu-
ating the broader implications of biometric authentication systems [20].

2.1. The Evolution of Biometric Security in Mobile Environments

Biometric authentication has evolved from a premium security feature into a widely
adopted mechanism for identity verification in smartphones and personal digital devices.
Early implementations primarily emphasized hardware reliability and recognition accuracy,
whereas recent developments increasingly incorporate machine learning techniques to im-
prove physiological recognition performance [21]. At the same time, mobile authentication
systems have gradually shifted from single-modal approaches, such as fingerprint or facial
recognition, toward multimodal configurations that combine multiple biometric traits to im-
prove authentication robustness [22].

Despite these advancements, the effectiveness of biometric systems is no longer deter-
mined solely by technical performance metrics. In practical mobile environments, user inter-
action patterns, perceived usability, and authentication friction also influence the overall ef-
fectiveness of security deployment. As biometric authentication becomes embedded within
everyday digital activities, understanding the behavioral implications of these systems be-
comes increasingly important alongside conventional technical evaluation.

2.2. Human Factors and Security Awareness Literacy

Security awareness within biometric environments extends beyond the ability to operate
authentication technologies. It also includes user understanding of privacy risks, data misuse,
spoofing threats, and the behavioral practices required to maintain secure digital interactions.
Previous behavioral studies have reported a noticeable gap between technological familiarity
and actual security literacy among younger users [23].

This phenomenon is particularly visible among digital natives, who generally demon-
strate high confidence in using biometric technologies while possessing varying levels of un-
derstanding regarding the associated security implications [24]. Such discrepancies may con-
tribute to increased vulnerability to social engineering attacks, credential misuse, and decep-
tive authentication scenatios. Consequently, the “human factor” remains a critical component
in evaluating the effectiveness of modern biometric security systems.

2.3. The Security Paradox and User Perception

Recent literature has introduced the concept of the “Security Paradox,” describing situ-
ations in which users report high levels of satisfaction and trust in biometric authentication
systems while simultaneously expressing concerns regarding privacy and security vulnerabili-
ties [25]. This paradox suggests that convenience and ease of access may influence perceived
trust more strongly than a detailed understanding of technical protection mechanisms. Several
studies have also shown that educational background, regional context, and digital literacy
significantly affect how users interpret the reliability of biometric systems compared with tra-
ditional knowledge-based authentication approaches [26]. In many cases, higher convenience
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may unintentionally encourage overreliance on automated systems, potentially reducing pro-
active security behavior.

Emerging theoretical perspectives further suggest that the relationship between security
intensity and user satisfaction may not follow a strictly linear pattern. Increasing authentica-
tion complexity can improve perceived protection up to a certain point, after which additional
security layers may introduce cognitive burden and usability fatigue. This behavioral tendency
has been discussed in relation to “security fatigue,” where excessive authentication friction
gradually reduces user tolerance toward security procedures. Motivated by these observations,
the present study employs nonlinear polynomial modeling to explore potential curvilinear
relationships among smartphone usage intensity, user satisfaction, and security awareness.
Compared with conventional linear approaches, the adopted framework is intended to pro-
vide a more flexible representation of behavioral variation and potential saturation effects
within biometric security adoption. Model comparison using AIC and bootstrap analysis is
further incorporated to support the stability and interpretability of the observed patterns.

2.4. Research Gaps in the Indonesian Demographic

Although biometric security has been widely studied in global contexts, research focus-
ing on the behavioral security patterns of young users in developing countries, particularly
Indonesia, remains relatively limited. Many existing security awareness frameworks are de-
rived from Western or East Asian populations and may not fully capture the socio-cultural
characteristics of Indonesian digital natives [27]. In addition, previous studies frequently ana-
lyze user awareness, usage behavior, and system satisfaction as isolated variables, providing
limited discussion regarding their multivariate interaction within real-world mobile environ-
ments. As smartphone dependency continues to increase among Indonesian teenagers and
university students, there remains limited empirical evidence explaining how perceived con-
venience, security awareness, and authentication expectations interact across different levels
of digital maturity [28].

To address these limitations, this study investigates the behavioral relationship between
smartphone usage intensity, perceived satisfaction, and security awareness among Indonesian
digital natives using a multivariate analytical framework. Respondents are categorized into
high school and university groups to explore how educational maturity and user experience
may influence perceptions of biometric authentication and security friction. In addition, the
study introduces the Adaptive Security Governor (ASG) framework as a conceptual design
perspective intended to support future discussions on adaptive and behavior-aware authenti-
cation strategies. Overall, the reviewed literature suggests that existing biometric adoption
models often assume that increased user familiarity naturally leads to improved security be-
havior. However, behavioral responses toward authentication systems may be more complex,
particulatly in environments where convenience, trust, and perceived protection interact dy-
namically. The present study therefore aims to provide an exploratory behavioral mapping of
these interactions within the Indonesian digital-native context, while identifying areas where
perceived satisfaction and security awareness may not always remain aligned.

3. Proposed Method

This study employs a quantitative survey-based approach to investigate security aware-
ness, user perception, and behavioral responses toward biometric authentication among In-
donesian digital natives. The overall methodology is organized into several sequential phases,
beginning with theoretical formulation and ending with behavioral interpretation. Figure 1
summarizes the overall research pipeline, including theoretical grounding, variable formula-
tion, instrument development, data acquisition, computational analysis, and behavioral inter-
pretation. The implementation details of each stage are described in the following subsections.

3.1. Theoretical Foundation and Literature-Based Variable Formulation

The initial stage of this study is grounded in the theoretical and empirical findings dis-
cussed in Section 2. Existing literature on biometric security, security awareness, human-cen-
tered cybersecurity, and behavioral authentication models was used to identify the primary
dimensions relevant to this study. Rather than conducting an additional standalone literature
survey, this phase focuses on synthesizing the reviewed concepts into measurable behavioral
constructs suitable for quantitative analysis. This process establishes the conceptual
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foundation for examining the relationship between smartphone usage behavior, perceived
security effectiveness, risk awareness, and authentication preferences among Indonesian dig-

ital natives.
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Figure 1. Overview of the proposed research workflow.

3.2. Variable Identification and Instrument Design

Based on the theoretical synthesis, the study identifies several behavioral dimensions
associated with biometric security perception. As summarized in Fig. 1, four primary dimen-
sions are defined for analysis, i.e., usage profile, perceived effectiveness, risk awareness, secu-
rity demand. These dimensions are used to investigate potential inconsistencies between per-
ceived convenience and security awareness, which form the basis of the proposed “Security
Paradox” perspective. The identified constructs were subsequently operationalized into a
structured questionnaire consisting of 21 survey items. Prior to large-scale deployment, a pilot
validation process was conducted using a small respondent group to evaluate question clarity,
readability, and overall instrument consistency.

3.3. Data Collection and Participants

Data collection was conducted using an online questionnaire distributed through pur-
posive sampling to participants matching the target demographic criteria. The study obtained
2606 valid responses from Indonesian users actively utilizing mobile biometric authentication
systems, particularly fingerprint and facial recognition technologies. The respondent distribu-
tion consisted of 221 high school students and 45 university students. This segmentation was
intentionally retained to explore potential behavioral differences associated with educational
maturity and digital experience levels.

3.4. Computational Analysis and Behavioral Mapping

The analytical stage combines descriptive statistical interpretation with computational
modeling to examine behavioral patterns related to biometric security perception. The analy-
sis was conducted using a Python-based computational environment involving the Pandas,
SciPy, Scikit-learn, and Statsmodels libraries. To explore potential nonlinear relationships be-
tween perceived security demand and user satisfaction, this study employs second-degree Pol-
ynomial Regression. The model is intended to capture possible curvilinear tendencies in which
increasing security intensity may eventually produce diminishing perceived utility or usability
fatigue. The quadratic formulation is expressed as follows:

Y=aX*+bX+c )

where Y denotes the user satisfaction index, X represents the security intensity demand, and
a corresponds to the quadratic coefficient. A negative coefficient value indicates a potential
parabolic tendency associated with the proposed Security Paradox interpretation.
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To estimate the approximate turning region of the cutve, the parabola vertex is calcu-
lated using:

b
Xthreshold = _Z &)

In this study, the calculated threshold is interpreted as an indicative transition region
where additional authentication complexity may begin to reduce perceived convenience rather
than increase user confidence. In addition to nonlinear modeling, Ordinary Least Squares
(OLS) multivariate regression is employed to evaluate the interaction among several behav-
ioral variables simultaneously. This approach is used to identify which variables contribute
more strongly to user satisfaction while controlling for other predictors. The regression model
is formulated as:

Y = By + B1Xawareness + ﬂZXintensity + B3 Xauration + € 3)

whete Y represents the satisfaction score, while the independent variables cortespond to

awareness level, security intensity demand, and biometric usage duration.

To improve analytical reliability and reduce potential model instability, several validation
procedures were incorporated into the computational pipeline:

e Model Comparison using AIC: Linear and second-degree polynomial models were com-
pared to evaluate whether nonlinear modeling provided a more suitable representation
of the observed behavioral patterns.

e  Bootstrap Resampling: A total of 1,000 bootstrap iterations were performed to estimate
coefficient stability and confidence intervals under repeated sampling conditions.

e  Multicollinearity Analysis: Variance Inflation Factor (VIF) analysis was conducted to
evaluate potential multicollinearity among the independent variables in the OLS model.

e  Variable Ablation Analysis: Selected independent variables were systematically removed
from the regression model to examine their relative contribution to the observed behav-
ioral outcomes.

Finally, the statistical findings were synthesized into a behavioral interpretation frame-
work that contrasts the response tendencies between high school and university participants.
This mapping is intended to provide an exploratory perspective on how perceived conven-
ience, security awareness, and authentication expectations interact across different digital-na-
tive segments.

4. Results and Discussion

This section presents the empirical findings obtained from the quantitative evaluation of
biometric security perception and user behavior among Indonesian digital natives. The anal-
ysis focuses on the interaction between perceived security demand, user satisfaction, and be-
havioral awareness using survey responses collected from 266 participants. To investigate
these relationships, the study combines descriptive statistical analysis, polynomial regression
modeling, and multivariate OLS regression within a Python-based analytical environment.

The discussion proceeds from descriptive observations toward a broader interpretation
of the identified behavioral patterns. Particular attention is given to the proposed “Security
Paradox,” referring to the tendency in which increased security requirements may eventually
reduce perceived usability and satisfaction. Rather than assuming a strictly linear relationship
between security intensity and user experience, this study explores whether the interaction
follows a more complex nonlinear trajectory.

4.1. Results

The initial analysis examines the distribution of the User Satisfaction Index (Y) across
the two respondent segments: high school students (n = 221) and university students (n =
45). The segmented analysis reveals noticeable differences in response consistency and be-
havioral variation between the two groups. The high school segment demonstrates relatively
concentrated satisfaction scores with a median centered around 4.0 and limited interquartile
dispersion. This pattern suggests that younger respondents generally perceive fingerprint and
facial recognition systems as convenient and sufficiently practical for daily usage. In contrast,
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the university student segment exhibits a broader distribution with greater variance in satis-
faction responses, indicating more heterogeneous perceptions regarding biometric authenti-
cation systems.

5.0 o
4.5
n
o 4.0
S
-
E 35
~
3
g 3.0 o
U
0
s
= 25
U
©
s
.\
w 2.0 o
[}
1.5
1.0 o o
High School Students University Students
(n=221) (n = 45)

Educational Segment

Figure 2. Comparison of User Satisfaction Index (Y) across respondent segments (N = 266)

As illustrated in Fig. 2, university students tend to demonstrate more variable evaluations
of biometric security systems compared with high school respondents. This broader distribu-
tion may reflect increased awareness of security limitations, privacy concerns, or authentica-
tion-related usability trade-offs as users gain greater digital maturity and exposure to security-
related information.

Building upon this descriptive analysis, the study investigates the proposed “Security
Paradox” using second-degree Polynomial Regression within the university student segment.
Prior to segment-specific analysis, model comparison was conducted across the full respond-
ent population (N = 266) using the AIC to evaluate whether nonlinear modeling provided a
more appropriate representation than conventional linear regression.

Table 1. Model comparison based on Akaike Information Criterion (AIC)

Model Architecture Akaike Information Criterion (AIC)
Simple Linear Regression 579.67
Second-Degree Polynomial Regtression 578.39

The polynomial model produced a slightly lower AIC value compared with the linear
alternative, suggesting that the nonlinear configuration may better represent the observed be-
havioral tendencies. The resulting polynomial equation is expressed as:

Y = —0.0460X?% + 0.5014X + 2.3789 &)

where Y represents the user satisfaction index and X denotes the security intensity demand.
The negative quadratic coefficient (@ = —0.0460) indicates a concave-down tendency, sug-
gesting that satisfaction may increase only up to a certain level of perceived security demand
before gradually stabilizing or declining.

Using the parabola vertex formulation, the estimated transition region was identified at
approximately X = 5.45. Bootstrap analysis with 1,000 resampling iterations produced a rel-
atively broad 95% confidence interval ranging from 2.99 to 20.77, indicating that the thresh-
old should be interpreted as an approximate behavioral tendency rather than a fixed deter-
ministic boundary.
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Figure 3. Nonlinear behavioral mapping of the Security Paradox within the university student seg-
ment (n = 45)

As shown in Fig. 3, the nonlinear curve suggests that increasing security intensity does
not necessarily correspond to proportional increases in user satisfaction. Beyond a certain
point, additional authentication complexity may introduce usability fatigue or cognitive bur-
den, reducing the perceived convenience of the authentication process. This tendency is con-
sistent with prior discussions regarding security fatigue and authentication friction in human-
centered cybersecurity studies.

To further investigate the factors influencing user satisfaction, the study applies OLS
multivariate regression incorporating three behavioral predictors: Security Risk Awareness,
Daily Usage Duration, and Security Intensity Demand.

Table 2. Multivariate OLS regression analysis for Y

Independent Variable Coefficient ()  Std. Error t-statistic Variance Inflation

Factor (VIF)
Constant 3.2041 0.245 13.078 N/A
Security Risk Awareness 0.3842 0.112 3.430 1.41
Daily Usage Duration -0.0125 0.025 -0.506 1.07
Security Intensity Demand 0.1458 0.089 1.638 1.48

Note: *p < 0.05, *p < 0.01.R? = 0.066; Adjusted R?> = 0.055. The dependent variable is the
User Satisfaction Index (V).

The regression analysis indicates that Security Risk Awareness is the strongest predictor
within the model, exhibiting a statistically significant positive relationship with user satisfac-
tion (p = 0.001). This finding suggests that respondents with higher awareness of digital
security risks may evaluate biometric systems more critically while still recognizing their prac-
tical value. In contrast, Daily Usage Duration does not demonstrate a statistically significant
contribution (p = 0.613), indicating that the frequency of smartphone interaction alone may
not strongly influence satisfaction toward biometric security systems. Meanwhile, Security
Intensity Demand shows a positive but comparatively weaker contribution within the multi-
variate configuration.

Although the overall explanatory power of the model remains relatively modest (R? =
0.066), this level is still within a reasonable range for exploratory behavioral studies involving
subjective human perception and heterogeneous user backgrounds. The results therefore
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should be interpreted as indicative behavioral tendencies rather than deterministic predictive
relationships.

To further examine the relative contribution of each variable, a parameter ablation anal-
ysis was conducted by systematically removing selected predictors from the regression con-
figuration. The results indicate that removing the Security Risk Awareness variable produces
the largest reduction in explanatory performance compared with other variables, reinforcing
its importance within the observed behavioral framework. This finding supports the interpre-
tation that perceived security literacy plays a more substantial role in shaping user satisfaction
than simple exposure duration or usage frequency. The findings suggest that user responses
toward biometric authentication systems are influenced not only by technical convenience
but also by varying levels of behavioral awareness and perceived security understanding,.
These observations highlight the importance of balancing usability and protection mecha-
nisms when designing adaptive biometric authentication systems for digitally active user
groups.

4.2. Discussion

The findings of this study indicate that the relationship between biometric security in-
tensity and perceived user satisfaction among Indonesian digital natives is not strictly linear.
The observed nonlinear tendency suggests that increasing authentication complexity may in-
itially improve perceived security and trust, but beyond a certain point, additional security
mechanisms may introduce usability burden and reduced user comfort. This pattern aligns
with broader discussions in human-centered cybersecurity regarding the balance between pro-
tection and usability. The polynomial regression results (@ = —0.0460) suggest the presence
of a concave-down behavioral tendency within the university student segment, indicating that
satisfaction may gradually stabilize or decline as perceived security intensity increases. Alt-
hough the estimated transition region was identified around X = 5.45, the relatively broad
bootstrap confidence interval suggests that this threshold should be interpreted cautiously as
an approximate behavioral indication rather than a definitive operational boundary.

Interestingly, the behavioral patterns observed between high school and university re-
spondents demonstrate notable differences in perception consistency. High school respond-
ents generally exhibited more uniform satisfaction scores, suggesting stronger acceptance of
existing biometric systems and lower sensitivity toward authentication friction. In contrast,
university students demonstrated more heterogeneous responses and greater variability in sat-
isfaction levels. This difference may reflect increased exposure to privacy discussions, digital
security awareness, and critical evaluation of authentication systems as educational maturity
develops. From a behavioral perspective, these findings may also be associated with the con-
cept of security fatigue, in which increasing verification requirements gradually reduce pet-
ceived convenience and user tolerance toward authentication procedures. Rather than viewing
stronger authentication solely as an indicator of improved protection, users may simultane-
ously evaluate the operational effort required to maintain that protection. Consequently, the
effectiveness of biometric systems cannot be assessed exclusively through technical robust-
ness but must also consider behavioral sustainability and long-term usability.

The multivariate OLS analysis further reinforces the importance of behavioral awareness
within this relationship. Security Risk Awareness emerged as the strongest predictor within
the model, suggesting that users with higher awareness of digital threats tend to evaluate bio-
metric systems more critically while remaining conscious of their protective value. In contrast,
Daily Usage Duration showed minimal contribution to the observed behavioral outcomes,
indicating that frequent interaction with smartphones alone does not necessarily translate into
stronger security understanding or higher satisfaction. Although the explanatory power of the
regression model remains relatively modest (R? = 0.066), this outcome is not uncommon in
exploratory behavioral studies involving subjective perception and heterogeneous human re-
sponses. The results therefore should be interpreted as indicative behavioral trends rather
than deterministic predictive conclusions.

The parameter ablation analysis further supports the importance of security awareness
within the proposed behavioral framework. Removing the Security Risk Awareness vatiable
produced the largest reduction in explanatory performance compared with the removal of
other predictors, indicating that awareness-related factors play a more influential role than
simple operational exposure or usage duration.
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The observed behavioral patterns suggest that future biometric authentication systems
may benefit from adaptive approaches that better balance security mechanisms and usability
considerations. In this context, the proposed Adaptive Security Governor (ASG) is intro-
duced as a conceptual design perspective rather than a deployable framework. The concept is
intended to encourage future exploration of adaptive authentication strategies capable of re-
sponding to varying levels of user awareness, security demand, and behavioral tolerance.

5. Comparison with Existing Studies

The findings of this study complement existing discussions concerning the trade-off be-
tween security and usability in biometric authentication systems. Previous studies have gen-
erally emphasized either technical performance metrics, such as authentication accuracy and
robustness, or broader technology acceptance perspectives using linear behavioral assump-
tions. In contrast, the present study explores the possibility that user perception toward bio-
metric security may follow a nonlinear behavioral tendency rather than a continuously pro-
portional relationship.

Several conventional adoption models implicitly assume that increasing security
measures will consistently improve user trust and perceived safety. However, the behavioral
patterns identified in this study suggest that additional authentication complexity may even-
tually produce diminishing usability benefits, particularly among users with higher levels of
security awareness. This observation aligns with prior literature discussing authentication fa-
tigue and cognitive overload in human-centered cybersecurity environments.

Compared with traditional linear approaches, the polynomial regression framework
adopted in this study provides a more flexible representation of behavioral variation across
different user segments. The analysis indicates that user satisfaction may initially increase
alongside perceived security intensity before gradually stabilizing or declining as authentica-
tion complexity becomes more intrusive. While this tendency should not be interpreted as a
universal behavioral law, it highlights the importance of considering nonlinear user responses
in security design evaluation.

The segmentation between high school and university respondents also provides addi-
tional behavioral insight. The relatively uniform satisfaction pattern observed among younger
respondents contrasts with the more heterogeneous and critical responses demonstrated by
university students. This distinction suggests that educational maturity and security literacy
may influence how users interpret the balance between convenience and protection. Unlike
many existing studies that focus primarily on maximizing authentication robustness, the pre-
sent work emphasizes the importance of maintaining a balanced interaction between security
mechanisms and user experience. Rather than advocating for reduced security, the findings
suggest that excessive authentication friction may unintentionally reduce perceived usability
and long-term acceptance among digitally active users.

In this context, the proposed Adaptive Security Governor (ASG) is positioned as a con-
ceptual guideline intended to encourage future development of adaptive authentication strat-
egies capable of dynamically balancing security intensity and user convenience. The present
study therefore contributes primarily as an exploratory behavioral-computational perspective
that complements existing technical and usability-focused biometric security research.

6. Conclusions

This study investigated the relationship between biometric security perception, user sat-
isfaction, and behavioral awareness among Indonesian digital natives using a quantitative be-
havioral-computational approach. The findings indicate that the interaction between pet-
ceived security intensity and user satisfaction may exhibit a nonlinear tendency, particulatly
among university respondents with higher levels of security awareness. The polynomial re-
gression analysis demonstrated a slightly better empirical fit compared with conventional lin-
ear modeling based on Akaike Information Criterion (AIC) evaluation. The observed con-
cave-down tendency suggests that increasing authentication complexity may initially improve
perceived protection and trust, but additional security layers may eventually introduce usabil-
ity burden and reduced satisfaction. The estimated transition region around X = 5.45
should be interpreted as an approximate behavioral tendency rather than a fixed operational
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threshold, particularly given the relatively broad confidence interval obtained through boot-
strap analysis.

The multivariate OLS results further indicate that Security Risk Awareness is more
strongly associated with user satisfaction than simple smartphone usage duration. This finding
suggests that behavioral literacy and user understanding of digital threats may play a more
important role in shaping security perception than exposure frequency alone. Although the
overall explanatory power of the model remains limited, the results provide an exploratory
indication that behavioral awareness contributes meaningfully to how users evaluate bio-
metric authentication systems. This study also highlights the importance of balancing authen-
tication robustness with long-term usability and cognitive acceptance. Rather than supporting
a purely “maximalist” security perspective, the findings suggest that adaptive approaches may
be more appropriate for digitally active user populations with varying levels of awareness and
behavioral tolerance.

In this context, the proposed Adaptive Security Governor (ASG) is introduced strictly
as a conceptual design perspective intended to support future exploration of adaptive authen-
tication strategies. The framework is not presented as a deployable system or finalized tech-
nical architecture, but rather as an initial behavioral-oriented guideline for balancing security
intensity and user convenience in future biometric environments. Several limitations should
also be acknowledged. The study relies on a private survey dataset with a relatively limited
respondent distribution, particularly within the university segment. In addition, the behavioral
interpretations are based on self-reported perception data and should therefore be interpreted
cautiously. Future studies may expand the analysis using larger and more diverse populations,
additional public datasets, or longitudinal behavioral observations across different application
domains such as mobile banking, financial technology, and digital forensic systems. The re-
sults provide an exploratory perspective on the interaction between usability, security aware-
ness, and perceived protection within biometric authentication systems among Indonesian
digital natives. The study further suggests that future authentication design may benefit from
incorporating behavioral adaptability alongside conventional technical security considera-
tions.
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